ITamsiTka mo 6e3onacHocTu B cetu Uurepuer!!!

C KaXIpIM I'OJJOM MOJIOZIE’KM B UHTEPHETE CTAHOBUTHLCS OOJIbINE, a INKOJIBHUKH OJTHU U3 CAMbIX
aKTUBHBIX MOJb30BaTenel Pynera. Mexay TeM, HIOMUMO OTPOMHOTO KOJTUYECTBA
BO3MOXHOCTEH, HHTEPHET HECET U MpoOIeMbl. DTa maMsTKa JOJDKHA IIOMOYb Tebe 6e301macHo
HaXOAUTHCS B CETH.

KomnbrorepHbie BUPyChbl

KomMmiproTepHslii BUPYC — 3TO pa3HOBUAHOCTh KOMIIBIOTEPHBIX IPOIPaMM, OTIMYUTEIBHON
0COOEHHOCTBIO KOTOPOM SBIISIETCS CIIOCOOHOCTH K pa3MHOXKEHHIO. B 1ononHeHne K 3ToMy,
BUPYCHI MOTYT HOBPEAUTH UM MOJHOCTHIO YHUUTOKUTD BCe (hailiibl M TaHHBIE,
MOJIKOHTPOJIbHBIE TIOJIB30BaTEN0, OT UMEHU KOTOPOTro Oblia 3amylieHa 3apakEHHas mporpamma,
a TaKkKe MOBPEIUTh WIN Jake YHUUTOKUTH ONEPAIlMOHHYIO CUCTEMY CO BceMu daiinamu B
1esioM. B 60onbIIMHCTBE CllyyaeB paclpoCTPaHAIOTCS BUPYCHI Yepe3 HHTEPHET.

MeToabl 32aIIUTHI OT BPEAOHOCHBIX IPOrpamMMm:

* Mcnonb3yii COBpEMEHHBIE ONEPALIMOHHBIE CUCTEMBI, UMEIOILHUE CEPLE3HBIM YPOBEHD 3aLIUTHI OT
BPEIOHOCHBIX IIPOrpaMM;

* [TocTosiHHO ycTaHaBIMBal MayThl (HUPPOBBIE 3aMJIaTKU, KOTOPbIE aBTOMATUYECKU
YCTaHABIUBAIOTCS C IEJIBIO JOPAOOTKHU MPOTPAMMBI) U APYTHE OOHOBJICHHS CBOCH
omepanroHHoi cucteMbl. CKaunBai BX TOJIBKO ¢ ounmaibHOro caira pazpadorunka OC. Eciu
CYILLIECTBYET PEKUM aBTOMATUYECKOTO OOHOBIICHUS, BKIIIOUYH €T0;

* Orpannub (GU3NYECKUN JOCTYI K KOMITBIOTEPY WM MOOMIBHOMY YCTPOMCTBY JUIS
IIOCTOPOHHUX JINII;

* Vcnonp3yii BHEIIHNE HOCUTENHN WH(POPMAIINH, TaKKe KakK (IIeniKa, TUCK UiIu (aiii u3
MHTEPHETA, TOJIBKO U3 IPOBEPEHHBIX UICTOYHHUKOB;

* PaGoraii Ha cBoeM KOMITBIOTEpE 101 ITpaBaMH IOJIh30BaTeNs, a HE aIMHHUCTpATOpa. DTO HE
MO3BOJIUT OOJIBIIMHCTBY BPEJOHOCHBIX MPOTPaMM HHCTAJUIMPOBATHCSI HA TBOEM ITEPCOHATBLHOM
KOMIIBIOTEPE;

* Mcnonp3yii aHTUBUPYCHBIE IPOIPAMMHBIE TPOAYKTHI U3BECTHBIX TPOU3BOAUTENEH, C
aBTOMAaTHYECKUM OOHOBJIEHHEM 0a3;

* He oTkpbIBaii KOMIIbIOTEpHBIE (hailiibl, MOTYUYEHHbIE U3 HEHAAEKHBIX HCTOYHUKOB. Jlaxe Te
(aiinel, KOTOpbIE IPUCA TBOI 3HAKOMBIN. JIydIlle yTOuHU Y HEro, OTIPABIISUI JIU OH TeOe HX.
Cern WI-FI

Wi-Fi - 370 He BUJ nepeauu TaHHBIX, HE TEXHOJOTHS, a BCEro JIHIIb OpeHn, mapka. Eme B 1991
rojy HUEpJaHICKast KoMnaHus 3apeructpuposana opens « WECA», uyto o603Haqano
cnoBocodetanue «Wireless Fidelity», KoTOpsIif mepeBoaUTCS Kak «O0eCIpOBOIHAS TOUHOCThY.
Jlo Hamrero BpeMeHH JI0IUIa Ipyras abOpeBuarypa, KoTopas sSBJISICTCS] TAKOH )K€ TEXHOJIOTHEH.
Ot1o abbpeBuarypa «Wi-Fi». Takoe HazBaHHe OBLIO JaHO C HAMEKOM Ha CTaHAAPT BBICIITHI
3BykoBoii Texuuku Hi-Fi, 4To B mepeBosie 03Ha4aeT «BBICOKAsE TOYHOCTDHY.

Ja, 6ecrutaTHBI MHTEPHET-IOCTYT B Kade, OTENsAX U a3poropTax ABISIETCS OTIMYHON
BO3MOXKHOCTBIO BBIXOZa B UHTEpHET. Ho MHOTHE 3KCIepThl CUUTAIOT, 4TO 001Ie0cTynHbIe Wi-
Fi cetn He ABIAOTCS 6€30MACHBIMU.

Cosetsl 110 Oe30macHOCTH paboTe B 001IEeIOCTYMHBIX ceTsix Wi-fi:

* He nepenasaii cBoro Jimunyto nHpopmaiuro gepes oomenoctymasie Wi-Fi cetu. Paboras B
HUX, KEJIATEJBHO HE BBOJIUTH MApPOJIX JOCTYIIA, JJOTMHBI U KaKHE-TO HOMEpa;

* Vcnonb3yii 1 0OHOBJISI aHTUBUPYCHBIE IPOTpaMMBbI U OpaHaMayep. Tem cambIM ThI



obe3omacuiib cedst OT 3aKa4YKH BUpPyca Ha TBOE YCTPOUCTBO;

* [Ipu ucnons3oBanuu Wi-Fi otkmoun ¢pynkuumio «O0muit 1octyn K (aiiinaMm u nmpuHTEpaM».
Jannast QyHKIHS 3aKphITa 0 YMOTYAHUIO, OJTHAKO HEKOTOPBIE TOJIh30BATENIN AKTUBUPYIOT €€
JUTSL yA0OCTBA MCIIONIB30BaHUSI B paboTe Win yuebe;

* He ucnons3yit myOamunsiii WI-FI nns mepenaun TMYHBIX JaHHBIX, HATPUMEP 7S BBIXOJIA B
COLIMAJIbHBIE CETH WU B 3JIEKTPOHHYIO MOUTY;

* Unonb3yii Tonpko 3amuiieHHoe coequnenue yepe3s HTTPS, a ue HTTP, 1.e. mpu nHabope BeO-
azpeca BBOAM UMEHHO «https://»;

* B MmoOmiibHOM Tenedone otkmoun GyHkiuo «llogkmouenne k Wi-Fi aBromatnuecku». He
JIOITyCKaif aBTOMAaTHYECKOTO MOJKIIOYEHUs yCcTpoiicTBa K cetssM Wi-Fi 6e3 TBoero coryacusi.
CounanbHble ceTu

CornuanbHbIe CeTH aKTUBHO BXOJST B HAITy KU3Hb, MHOTHE JIFOJIU pa0OTAIOT U KUBYT TaM
MOCTOSTHHO, a B Facebook y»xe 3apeructpupoBan MUJLIAAp/1 YEIOBEK, UTO SIBISIETCS OJTHOMN
ceIbMOM BceX KuTellel I1aHeTbl. MHOTHe T0Ib30BaTeNId He TOHUMAIOT, YTO HH(pOpMaIHs,
pa3MelieHHasi UMU B COLIMANIbHBIX CETSIX, MOKET ObITh Hali/IeHa U UCII0JIb30BaHa KEM yrOJIHO, B
TOM YHCJIE€ HE 0053aTeNbHO ¢ OJIarMMH HAMEPEHUSIMH.

OcHoBHbIE COBETHI 10 0€30MACHOCTH B COIIUATBbHBIX CEeTAX:

* OrpaHuyb CIUCOK JIpy3ei. Y Te0s B APY3bAX HE JOIHKHO OBITh CIIy9aliHBIX U HE3HAKOMBIX
JIIOIEH;

* 3amuinai cBOIO 4acTHYIO *H3Hb. He yka3bIBail maponu, TenedoHsl, agpeca, 1aTy TBOETO
POXIEHUS U IPYTYIO TUYHYIO HH(POPMAIKIO. 3MOYMBIIIJICHHHKH MOTYT UCIIOJB30BaTh JaKe
MH(}OPMAILIMIO O TOM, KaK Thl U TBOU POJIUTENN IUTAHUPYETE IPOBECTH KAHUKYJIbI;

* Sanuiail CBOIO PEMyTaIHIo - IEPKH €€ B YUCTOTE U 3a]1aBail ce0e BOIIPOC: XOTEI ObI THI,
YTOOBI JpyTHe MOJIb30BATEIN BUIEIH, YTO ThI 3arpyxaeis? [logymaii, mpexae ueM 4To-To
OITy0JINKOBATh, HAMIKCATh U 3aIPY3UTh;

* Ecau TbI roBOpUIIB € TIOABMH, KOTOPBIX HE 3HACIIIb, HE HCIIOIb3YH CBOE pealbHOE UMS U
IPYTYIO TUYHYIO HHPOPMAITUHU: UM, MECTO JKUTEIIBCTBA, MECTO yueObl U MpoUee;

 U30eraii pasmenienus ¢pororpaduii B IHTEepHETE, T11€ THI M300pakeH Ha MECTHOCTH, 110
KOTOPOU MOYKHO OIIPEICTUTH TBOE MECTOIOIOKECHHUE;

* [Ipu peructparuu B COMATBHON CETH HEOOXOIUMO HCIIOIH30BATh CIIOKHBIE MTAPOJIH,
cocrosmue u3 OykB ¥ UG U ¢ KOJIUYSCTBOM 3HAKOB HE MEHee §;

* JInst conpanbHOM ceTH, MOYTHI U APYTUX CAUTOB HEOOXOAMMO MCIOIb30BaTh pa3HbIE MapOJIH.
Toraa ecnu Te€0s B3IOMAIOT, TO 3JI0YMBIIIIEHHUKU TOTy4YaT IOCTYI TOJIBKO K OJJHOMY MECTY, a
HE BO BCE Cpasy.

DJIeKTPOHHbBIE IeHbI'H

DNEKTPOHHBIE IEHI'H — ATO OYEHB YIOOHBIN CIIOCO0 MIIATEXEeH, OTHAKO CYIIECTBYIOT
MOIIIEHHUKHU, KOTOPBIC XOTSAT MOJTYYUTh 3TH JICHBIH.

ODJIEKTPOHHBIE IEHbIN MTOSIBUIIMCH COBCEM HEJJABHO M UMEHHO M3-3a 3TOI'0 BO MHOTHX
rocyJapcrBax JI0 CUX IOp He MPONUCAHO NpO HUX B 3akoHax. B Poccun xe onn
(GYHKIIMOHUPYIOT U O HUX YK€ MPOIMKICAHO B 3aKOHE, IJI€ UX Pa3/IesioT Ha HECKOIbKO BHI0B —
AQHOHUMHBIE U HE AHOHUMHBIE. Pa3HuUIa B TOM, YTO aHOHUMHBIE - 3TO T€, B KOTOPBIX
pasperniaercsi IpOBOAUTH Omepanuu 6e3 uaeHTU(DUKAIIMN TIOTB30BaTEINS, 3 B HEAHOHUMHBIX
UACHTU()HUKAIIIY TTOTH30BATENS SBISETCS 0053aTEIHHOM.

Taxoke cremyeT pa3nuyarhb JIEKTPOHHBIE (PHATHBIC IEHBIH (PaBHBI TOCYJAPCTBEHHBIM BAJTIOTaM)



Y DJICKTPOHHBIC He(UaTHBIE ACHBIH (HE PaBHBI TOCYIaPCTBEHHBIM BAJIIOTaM).

OcHOBHBIE COBETHI TI0 O€30IaCHOM paboTe ¢ NEKTPOHHBIMH JICHbIaMHU:

* [IpuBsixu K cueTy MOOMIIBHBIN TenedoH. DTO caMblil y10OHBINA U OBICTPBIHA cr1oco0
BOCCTAaHOBHUTH JIOCTYT K cuery. [IpuBsi3aHHbIi TenedoH MOMOXKET, eciau 3a0y/1ellb CBOH
IIJIATEKHBIN [1apOJIb UIIU 3alIeIIb HA CAalUT C HE3HAKOMOI'O YCTPOUCTBA;

* Hcnonb3yit ogqHOopazoBbie mapodu. [lociie mepexoa Ha YCHIIGHHYIO aBTOPU3AIMIO TeOE yxKE HE
OyJIeT yrpokaTh OMacHOCTh KPayku WM MepexBaTa IIaTeKHOro Mapois;

* Beibepu cioxxHbIN aposs. [Ipectynankam OyeT He TPOCTO yrajaTh CIOXKHBIN Mapoib.
HanexxHbie mapoian — 3T0 Mapoiiu, KOTOpbIE CoAepKaT HE MEHee 8 3HaKOB U BKIIIOUYAIOT B ce0s
CTPOYHBIE U MPOMUCHBIE OYKBBI, IU(PBI M HECKOJIILKO CUMBOJIOB, TAaKHE KaK 3HAK J0Jj1apa,
(yHTa, BOCKIMIATENbHBIN 3HaK U T.11. Harpumep, $tROng!;;

* He BBOAM cBOUM TMUHBIE JaHHBIE HA CaliTaX, KOTOPBIM HE JOBEPSEIIb.

DJIEKTPOHHAS MOYTA

DIIEKTPOHHAs [10YTa — 3TO TEXHOJIOTUS U MPEAOCTABIIIEMBIE €0 YCIYTH IO MEPECHUIKE U
MOJTYYEHUIO AIEKTPOHHBIX COOOIIEHH, KOTOPBIE PACTIPEAETSIOTCS B KOMIIBIOTEPHON CETH.
OOBIYHO JIEKTPOHHBIN TTOYTOBBIH SIIMK BBITIIAINAT CICAYIOMNUM 00pa3oM:
uMs_TI0JIb30BaTeNss(@umMs_oMeHa. Takke Kpome rnepeaadu IpocToro TeKCTa, UMEeTcs
BO3MOXHOCTb IepeiaBaTh (panibl.

OcHOBHBIE COBETHI 10 6€30IMacHOI paboTe C TEKTPOHHOM MOYTOH:

* Hano BeIOpaTh npaBUIIbHBINA OYTOBBIN cepBUC. B HHTEpHETE €CTh OrPOMHBIN BBIOOD
OeCIUTaTHBIX MIOYTOBBIX CEPBUCOB, OJTHAKO JYYILIE TOBEPSATH TEM, KOTO 3HACIIb U KTO NEPBHIH B
peuTHuHrE;

* He yka3biBaii B TUYHOM 1ouTe TUUHYI0 nHopmaruto. Hampumep, srydiie BEIOpaTh
«My3BbIKaTBHBIN _(paHaT@» wim «pok2013» BMecTo «temal3y;

* Mcnonb3yii 1ByX3TalHy0 aBTOPU3ALUI0. DTO KOIAa IOMHUMO MapoJisi HY>KHO BBOJUTH KO,
npuchUIaeMbii 1o SMS;

* BriOepu c0xkHBIN aposib. [ KaKI0T0 MOYTOBOTO SIIUKA JOKEH OBITH CBOU HAIC)KHBIH,
YCTOWUYMBBIN K B3JIOMY I1apOJIb;

* Eciii €CTh BO3MOXKHOCTbh HAIIMCATh CAMOMY CBOM JIMYHBIN BOIIPOC, UCIIOJIB3YH ATY
BO3MO>KHOCTB;

* Mcnionp3yil HECKOJIBKO MOYTOBBIX AIMKUKOB. [IepBbIii 111 4aCTHOM NEPENUCKH C aJpecaTaMu,
KOTOPBIM ThI I0BEPSIELIb. JTO JIEKTPOHHBIN aipec HE HAJ0 HUCIIOIb30BATh [IPU PETUCTPALIUU HA
dbopyMax u caiiTax;

* He oTkpbiBaii ¢aitibl 1 Ipyrue BIOKEHHSI B MUCbMaXx J1a)Ke €CJIU OHU MPUIIUTH OT TBOUX
npyseid. Jlydiie yTo4HU y HUX, OTHPABIISUTH JTU OHU TeOe 3TH (paiiibr;

* [Tocne okoHuaHus pabOTHI HA IOYTOBOM CEPBHUCE TEPE]T 3aKPHITUEM BKIIAJKH C CATOM HE
3a0y/1b HaXKaTh Ha «BBIATIHY.

Ku0epOyJUIMHT MM BUPTYaJIbHOE H3/1€BATEJILCTBO

KubepOynnuHr — mpecieaoBaHue COOOIIEHUSIMU, COJIEPKAIUMH OCKOPOJICHHSI, arpeCcCHIO,
3alyTMBaHKE; XyJUTaHCTBO; COLUATbHOE OOMKOTUPOBAHUE C MTOMOIIBIO PA3IMYHBIX HHTEPHET-
CEPBUCOB.

OcCHOBHBIE COBETHI 110 OOPKOE C KHOEPOYITUHTOM:

* He Gpocaiics B 60ii. JIyummmii crmoco0: mOCOBETOBAThCS Kak ce0si BECTH U, €CITH HET TOTo, K
KOMY MOXHO O0paTHThCA, TO BHaYaJle YCIOKOUThCS. ECiiu Thl HaUHeNh OTBEYaTh
OCKOPOJICHUSIMU Ha OCKOPOJICHUS, TO TOJIBKO e1lle OOJIbIIe Pa30XiKellb KOH(IUKT;

* Yopasnsii cBoeil kubeppenyTanuei;



* AHOHUMHOCTD B ceTH MHMMasl. CyIIecTBYIOT CIIOCOOBI BBISICHUTD, KTO CTOUT 32 aHOHUMHBIM
AKKayHTOM;

* He crout BecTH Xyauranckuii oopa3 BUpTyaibHOM ku3HU. IHTepHET huKCUpyeT Bce TBOU
JIeMCTBUS M COXpAHACT UX. Y AaUTh UX OyJeT KpaifHe 3aTpyAHUTENBHO;

+ Co0mro1aii cBOM BUPTYaJIbHYIO YECTh CMOJIOAY;

* UrHopupyii enuHn4YHBI HeraTuB. OTHOPAa30BbIe OCKOPOUTEIBHBIC COOOIIECHUS JTyUIIie
urHopupoBaTh. OOBIUHO arpeccus MpeKpalaeTcsi Ha Ha4allbHOM CTauM;

* ban arpeccopa. B nmporpamMmax o6MeHa MTHOBEHHBIMU COOOILIEHUSIMU, B COLTUAIBHBIX CETAX
€CTh BO3MOKHOCTb OJIOKHUPOBKH OTIIPaBKU COOOILIEHUH C OMpeIeIeHHbIX apeCcoB;

* Eciin 161 cBunieTens kubepOyumnHra. TBOU AEHCTBHS: BHICTYIUTh IPOTHUB MIPECIEI0BATEINS,
[I0Ka3aTh €MY, YTO €r0 JEHCTBUS OLICHUBAIOTCS HETaTUBHO, OJEPKATh )KEPTBY, KOTOPOU
HY>KHa [ICUXO0JIOTHYECKasi TOMOIIb, COOOIUTH B3POCIBIM O (haKTe arpecCUBHOTO MOBEICHHS B
CeTH.

MooOunabHbIi Tes1edoH

CoBpemenHble cMapT(HOHBI U TUTAHLIETHI COAEPKAT B ce0e BIOJIHE B3POCIbI (PyHKIIMOHAI,
TENepb OHU MOTYT KOHKYPHPOBATh CO CTal[MOHAPHBIMU KOMITbIOTepamMu. O1HAKO, CPEACTB
3aLIUTHI 1J1 TOT0OHBIX YCTPOMCTB MOKA OUYeHb MaJio. TecTUpOBaHUE U MOUCK YSI3BUMOCTEH B
HUX IPOMCXOJUT HE TaK MHTEHCUBHO, Kak s 1K, To e camoe kacaeTrcs 1 MOOMITbHBIX
npuioxeHnii. CoBpeMeHHbIe MOOMIIbHBIE Opay3ephl yKe MPaKTHUECKHU JTOTHAIN HACTOJIbHBIE
aHaJIOTH, OJTHAKO paciIupeHne GyHKIMOHaIA BIeYeT 32 COO0M OOJIBIIYIO CIIOKHOCTD U
MEHBIIYIO 3alUIIEHHOCTb. J[ajJeKo He Bce MPOU3BOIUTENH BBITYCKAalOT OOHOBIICHHUS,
3aKPBIBAIOIINE KPUTUUECKHE YSI3BUMOCTH JIJIs1 CBOMX YCTPOMCTB.

OcHOBHBIE COBETHI /1JIs1 0€30MaCHOCTH MOOMJILHOTO Tejie()OHA:

* Huuero He siBisieTcs mo-HacTosieMy OecruiaTHbIM. Byib ocToposkeH, Beab Korja Tebe
npeiaraT OecryiaTHbIH KOHTEHT, B HEM MOTYT ObITh CKPBITHI KaKHe-TO TUIaTHBIE YCIYTH;

* Jlymait, mpexie yem otnpaButh SMS, ¢hoTo nnu Buaeo. Thl TOUHO 3HACHTB, T/Ie OHU OYIyT B
KOHEYHOM uTore?

* Heo0x011M0 0OHOBIIATE ONEPALMOHHYIO CUCTEMY TBOETO CMapT(HOHa;

* Vcnonb3yit aHTUBHPYCHBIE IPOTPAMMBI JUI1 MOOMIIBHBIX TeIe(OHOB;

* He 3arpy»xaii npuinox’eHus: OT HEM3BECTHOTO NCTOYHUKA, BEJJb OHU MOTYT COJIEP)KATh
BPEIOHOCHOE MPOrpaMMHOE 00eCIIeUeHUE;

* [Tocne TOro Kak Thl BEIWJCIIB C CAiiTa, T/I€ BBOAMII JUYHYIO HH(GOPMAIIHNIO, 32l B HACTPOUKHU
Opay3sepa u ynanu cookies;

* [leppoauyecky mpoBepsiii KaKUe TUIATHBIE YCIIYTH aKTUBUPOBAHbI HA TBOEM HOMEPE;

* JlaBaii cBOIf HOMEp MOOMIIBHOTO Tee(oHa TOIBKO JIOSIM, KOTOPHIX Thl 3HACIIb H KOMY
JOBEpsICLIb;

* Bluetooth qomken ObITH BBIKITIOYEH, KOTIa THl UM HE MOJIb3yelibesi. He 3a0biBail nHOT 1A
IIPOBEPSTH 3TO.

Online urpsoi

CoBpeMeHHbIE OHJIAH-UTPBI — 3TO KPACOYHbBIE, 3aXBaTHIBAIOLIUE Pa3BICUEHUS, 00bETUHAIONINE
COTHH ThICSY YEJIOBEK MO BceMy Mupy. UTpoku ucclienyroT TaHHBI UM MUp, OOLIAIOTCS APYT C
JPYTOM, BBIIIOJHSIOT 3a/1aHMS, CPAXKAKOTCS C MOHCTPAMU U MOJIYYaroT OMBIT. 32 yAOBOJIbCTBHE
OHU TUIATAT: MOKYTAIOT AUCK, OTUIAYMBAIOT A0OHEMEHT HJIM MPUOOPETAIOT KaKHE-TO OILIUH.

Bce a1u cpeacTBa uayT Ha MOAIEpKAaHUE U PA3BUTHE UTPHI, @ TAK)KE HAa caMy 0€30I1aCHOCTb:
COBEPILEHCTBYIOTCSI CUCTEMbI aBTOPU3AIINH, BBITYCKAIOTCSI HOBBIE MAaT4YH (IIU(PPOBBIC 3aINIATKH



JUISI IPOTPAMM), 3aKPBIBAIOTCS YA3BUMOCTHU CEpBEPOB. B MOJ00HBIX UTpax CTOUT omacaThecs HE
CTOJIbKO CBOMX COIIEPHHUKOB, CKOJIBKO KPayKU TBOETO MapOJIsi, HA KOTOPOM OCHOBAaHA CUCTEMA
aBTOpH3AIMU OOJBIIMHCTBA UTD.

OCHOBHBIE COBETHI IO OE30MACHOCTH TBOETO UTPOBOT'0 AKKAYHTA!

* Eciin npyroit urpok BeAeT ceOs III0X0 WK CO3/AaeT Tebe HEMPUATHOCTH, 3a0JIOKUpPYil ero B
CIIUCKE UTPOKOB;

* [Toxanyiicst aIMUHUCTPATOPaM UTPhI Ha IJI0X0E TOBEIEHUE 3TOT0 UTPOKA, KENATEIHHO
MPUIOKUTH KaKHe-TO JI0Ka3aTelbCTBa B BUJI€ CKPUHOB;

* He yka3piBaii THUHY0 HHGOPMAITHIO B Tpodaiisie urpsi;

* YBaxail Ipyrux y4aCTHUKOB 110 UIPE;

* He ycranaBnuBaii HeopuIalbHbIC TATYH U MOJIBI;

* Hcnonb3yii Cl10KHBIE U Pa3HBIE MAPOJIH;

* Jlaxxe BO BpEMs UIPBI HE CTOUT OTKJIFOYATh aHTUBUPYC. [I0Ka ThI Urpaelib, TBOM KOMIIBIOTED
MOTYT 3apa3HTh.

OUIIMHT WK KpaXka TUYHBIX JaHHBIX

OObBIYHOM Kpakell JeHer U JOKYMEHTOB CErOJHS YK€ HUKOro He yauBUfllb, HO C pa3BUTHEM
MHTEPHET-TEXHOJIOTUH 37I0YMBILIUIEHHUKH TEPEMECTUIIUCH B MHTEPHET, U MPOJOKAIOT
3aHUMAThCS «TIOOMMBIMY eToM. Tak mosBUIaCh HOBast yTpo3a: HHTEPHET-MOLUICHHUYECTBA HITH
(uIIMHT, TTaBHAS 1EJIb KOTOPOTO COCTOUT B MOJYYEHUN KOH(PUICHIIMATBHBIX TaHHBIX
N0JIb30BaTeNel — JIOTMHOB U maposieid. Ha anrnuiickom si3pike phishing unraercs kak GUIITHT
(ot fishing — pr1OHas 0B, password — mapossb).

OcHoBHBIE COBETHI 10 00pbHOE ¢ PUITUHTOM:

» Creqiu 3a CBOMM aKKayHTOM. Eciu Thl MoJ103peBaelib, 4TO TBOSI aHKeTa ObLIa B3JIOMaHa, TO
HE00X0AMMO 3a0JIOKMPOBATH €€ U COOOIIUTH aIMUHUCTPATOPaM pecypca 00 ITOM KaK MOXKHO
cKopee;

* Ucnonb3yit 6e3onacHbie BeO-CaiiThl, B TOM YHCIIE, MHTEPHET-Mara3uHOB U MMOMCKOBBIX CHCTEM;
* Vcnonp3yii ciokHbIe U pa3Hble napoiau. TakuM o0pa3oMm, eciiu Te0s B3JI0MAIOT, TO
37I0YMBIIIICHHUKH MTOyYaT JOCTYI TOJIBKO K OTHOMY TBOEMY NMPO(UIIIO B CETH, @ HE KO BCEM;
* Eciin Te0s1 B3710MaIIH, TO HEOOXOAMMO MPEAYIPEAUTH BCEX CBOMX 3HAKOMBIX, KOTOPbIE
n00aBJIeHBI y TEOS B IPY3bSIX, O TOM, YTO TEOS B3JIOMAIH U, BO3MOKHO, OT TBOGT'O UMEHU OyaeT
pacchLIaThCsl CliaM U CChUIKU Ha (DUILIMHTOBBIE CalThI,

* YcranoBu HajaexHbIN aposs (PIN) Ha MoOuIbHBIHM TenedoH;

» OTKIIIOYM COXpaHEHHe maposist B Opaysepe;

* He oTkpbiBaii ¢aitibl 1 Ipyrue BIOKEHHSI B MUCbMaXx J1a)Ke €CJIU OHU MPUIIUTH OT TBOUX
npyseid. Jlydiie yTo4HU y HUX, OTHPABIISUTH JTU OHU TeOe 3TH (paiiibr;

Hudposas penyrarus

Hudposas pemyTaliys - 3T0 HEraTUBHAs WJIM MO3UTHBHAs HH(POPMALIUs B CETH O Tebe.
Komnpomerupyromias napopmanus pasMelieHHas B HHTEPHETE MOXKET CEPhe3HBIM 00pazoM
OTPa3UThCS HA TBOEH peanbHOM *)u3HU. «[[udpoBas pemyranus» - 3T0 TBOW UMUK, KOTOPBIH
dbopmupyetcs u3 nHGOpMauK 0 TeOe B MHTEPHETE. TBOE MECTO JKUTEIbCTBA, YIeObl, TBOE
(bHHAHCOBOE TIOJIOKEHUE, OCOOCHHOCTH XapaKTepa U pacCcKasbl 0 OJIM3KUX — BCE ATO
HAKaIlJIMBAETCs B CETH.

MHorue noJIpoCTKU JETKOMBICIEHHO OTHOCSATCS K IyOIUKAIIUU IMYHON HHPOpMAITUHU B
HuTepHere, He MOHUMAas BO3MOXKHBIX IMOCIEACTBUI. ThI 1aKe HE CMOXKEIb JOTANATHCSA O TOM,
yTo (oTrorpadusi, pazMeIieHHas 5 IeT Ha3aJ, cTajla IPUYUHONW 0TKa3a MPUHATH TeOs Ha padoTy.



Kommenrtapuu, pazmerienue TBoux ¢ororpaduii 1 1pyrue AeHCTBUS MOTYT HE HCUE3HYTh JIaXKe
1I0CJI€ TOTO, KaK Thl MX yJanuIlb. Thl HEe 3HaeIlIb, KTO COXPAaHMII 3Ty UH(OpPMAIIHIO, MToTajia JH
OHa B TIOMCKOBBIE CUCTEMBI M COXPAaHUIIACK JIU OHA, a TJIaBHOE: YTO MOIyMaloT O Tebe
OKpY’Kalollee JII0I1, KOTOpbIe HAWAYT M YBUAAT 3T0. HaliTi nH(pOpMaInio MHOTO JIET CITyCTs
CMOJXKET JI000H — Kak U3 TOOPHIX MOOYKICHU, TaK U ¢ HAMEPEHHUEM MTPUIHNHHUTH Bpea. DTO
MOXET OBITh KTO YT'OJHO.

OcHOBHBIE COBETHI 10 3a1UTe HU(POBOIl penyTanuu:

* [Tonymaii, mpexxe yem 4To-TO MyOJIMKOBATh U MepeiaBaTh y ce0s B OJ10re WK B COLUATIbHON
CeTH;

* B HacTpoiikax mpoQuis yCTaHOBU OIpaHHUYEHHSI HA IIPOCMOTP TBOETO MPO(UIIS U €To
COZIEPKUMOTO, CAEIIal €ro TOIBKO « IS APY3€ii»;

* He pa3zmemaii 1 He yka3biBail HHPOPMAIIUIO, KOTOPasi MOXKET KOTO-TH00 OCKOPOISATh WiIH
00MXaTh.

ABTOpPCKOE TTPaBO

CoBpeMeHHbIE IIKOJIbHUKN— aKTUBHBIE T10JIb30BaTENN IIU(PPOBOro npocrpancTsa. OaHaKko
JIaJIEKO HE BCE 3HAIOT, YTO M0Jb30BaHUE MHOIMMHU BO3MOXHOCTSIMH LIU(PPOBOro MUpa TpedyeT
COOJTIO/ICHHSI TIPaB HAa MHTEIUICKTYaIbHYIO0 COOCTBEHHOCTb.

TepMUH «MHTEIUIEKTYaTbHAst COOCTBEHHOCTH» OTHOCUTCS K Pa3IMYHBIM TBOPEHUSM
YeJI0BEYECKOr0 yMa, HAYMHAs C HOBBIX U300pETEHHI U 3HAKOB, 0003HAYAIOIINX COOCTBEHHOCTh
Ha MPOAYKTHI M YCIIYTH , M 3aKaHYMBask KHUTaMH, (poTorpadussMu, KHHOPHUIBMAMA U
MY3BbIKQIBHBIMU TIPOU3BEICHUSIMHU.

ABTOpPCKHeE NIPaBa — 3TO NpaBa Ha MHTEUIEKTYaJIbHYI0 COOCTBEHHOCTb Ha IPOU3BEACHNUS
HAyKH, JIMTEPATypbl U UCKYCCTBA. ABTOPCKHE IPaBa BBICTYNAIOT B KAYECTBE TaPAHTHH TOTO, YTO
MHTEJUICKTYaJIbHBIN/TBOPUECKUI TPY/] aBTOpa HE OyeT HalpacHbBIM, JacT €My CIIpaBeIINBbIE
BO3MOXKHOCTH 3apaboTaTh Ha pe3yJIbTaTax CBOETO TPY/a, MOJIYYUTh U3BECTHOCTh U MPU3HAHHUE.
Huxkro 6e3 pa3zpemnieHust aBTopa He MOXET BOCIIPOU3BOMTD €0 MPOU3BEICHHE, PaCIIPOCTPAHATS,
nyOIUYHO IEMOHCTPUPOBATH, IPOAABATH, UMIIOPTHUPOBATh, ITYCKATh B MIPOKAT, MTyOIMYHO
UCTIOJIHAT, I0KA3bIBATh/UCIIOIHATH B A(upe UK pasmemiaTts B VIHTepHeTe.

Hcnonp30BaHue «IMpaTCKOro» MPOrpaMMHOI0 00ecredeHusl MOXKET IPUBECTH K MHOTUM
pHUCKaM: OT TOTEPH JaHHBIX K TBOUM aKKayHTaM JI0 OJIOKUPOBKU TBOETO YCTPOMCTBA, I/ie
YCTaHOBJICHHBIH He JierajbHas nporpamma. He ctout Taxke 3a0bIBaTh, UTO CYIIECTBYET
JerajibHble U OeCIIaTHBIE IPOrPaMMBbl, KOTOPbIE MOXHO HAWTH B CETH.



