NudopmannoHHasi naMATKA 1JI 00Yy4AKOIIMXCH J1JIs
pasMmenieHuss Ha opuuuaabHbIX UHTEpHET-pecypcax

C KaXXJIbIM T'OJOM MOJIOACKHN B MHTCPHCTC CTAHOBHUTLCSA 6OJ'H)HIG, a4 IIIKOJIbHHUKH
OJHHN H3 CaMbIX aKTHBHBIX MOJIb30BaTENCH PYHeTa. MC}KI[y TCM, IIOMHMO
OTPOMHOI'0 KOJIHMYCCTBA BOBMO)KHOCTGI\/'I, HHTCPHCT HCCET H HpO6J’ICMBI. OTta
IHaMsATKa JOJIKHA IIOMOYb TeOe Oe301acHo HaXOINUTLCA B CCTH.

KoMmnbroTepHbie BUPYChI

KoMmbtoTepHblii  BUPYC - 3TO Pa3HOBUJIHOCTh KOMIBIOTEPHBIX MPOTPaAMM,
OTINYUTEIBHON OCOOEHHOCTBIO KOTOPOU SIBISIETCS CLIOCOOHOCTD K Pa3MHOXKEHHUIO.
B nononHeHne Kk 3TOMY, BUPYChl MOTYT NOBPEAUTDH WIIM MOTHOCTHIO YHUUTOXKUTH
BCe (pailyibl U JaHHBIE, MTOJJKOHTPOJIBHBIE TI0JIH30BATENI0, OT UMEHH KOTOPOTO ObLiIa
3amyllieHa 3apa)X€HHasi mporpaMMa, a Tak)Ke MOBPEIUTh WIM AK€ YHUUTOXKHUTH
ONEpPallMOHHYIO CHCTEMY CO BceMHU (aiijzamu B LeJIOM. B OOJBIIMHCTBE CilydaeB
pacupoCTPaHsIOTCS BUPYChl UEPE3 UHTEPHET.

MeToab! 3alIUTHI OT BPEIOHOCHBIX MPOrpaMMm:

1. Ucnonb3yldi COBpPEMEHHBIE OIEPALIMOHHBIE CUCTEMBI, HUMEIOIIUE CEPHEIHBIN
YPOBEHb 3aIIUTHI OT BPEIOHOCHBIX MTPOrPamMM;

2. IloctosHHO ycraHaBnuBail mauth (UUGpPOBBIE  3allIaTKH, KOTOpPbIE
aBTOMATUYECKH YCTaHABJIMBAIOTCS C II€JIbIO JOPAaOTKH MPOrpaMMbl) U JIpyrHe
OOHOBJICHHSI CBOEH omnepalMOHHOW cuctembl. CkauumBaili UX TOJBKO C
opunmanbHoro caira paszpadborunka OC. Eciaum cyliectByeT  pekum
aBTOMATHUYECKOT0 OOHOBJIEHUS, BKIIFOUH €T0;

3. PabGoraii Ha cBoeM KOMIIBIOTEpPE TOJ TMpaBamMH TOJIb30OBATENsI, a He
aIMUHUCTpATOpa. IJTO HE TMO3BOJUT OOJBIIMHCTBY BPEJOHOCHBIX MPOrpaMMm
VMHCTAJUIMPOBATHCS HA TBOEM IIEPCOHATIBHOM KOMITBIOTEPE;

4. Hcnomb3yl  aHTUBHPYCHBIC  IMPOTPAMMHBIE  TMPOJYKTHI  W3BECTHBIX
IIPOU3BOJIUTEIICH, C aBTOMATHICCKUM OOHOBIICHHEM 0a3;

5. Orpannub (pU3NYECKUNA JOCTYI K KOMIBIOTEPY ISl IOCTOPOHHUX JIULL;

6. Ucnonp3yil BHENTHUE HOCUTENW WH(MOpMAINHU, Takue Kak (Jelika, JUCK WIH
daiin u3 uHTEpPHETA, TOJIBKO U3 MPO(EPEHHBIX NCTOYHUKOB,;

7. He oTKpbiBaii KOMIIBIOTEpHbIE (ailibl, TOJYyYEHHbIE W3 HEHAAEKHBIX
UCTOYHUKOB. Jlaxke Te Qailnbl, KOTOpble MpUciail TBOM 3HAKOMBIH. Jlyuiie yrounu
y HET0, OTIPABJISUI JIU OH TeOE uX.

Cerun WI-FI

Wi-Fi - 310 He BHMI mepelaud JaHHBIX, HE TEXHOJOTHs, a BCEro JIUIIb OpEH],
mapka. Eme B 1991 rony Humepmaniackas KOMIAaHHUS 3apeTHCTpUpOBalia OpeHT



«WECA», uto o0o3nauano cnoBocoueranue «Wireless Fidelity», kotopsrit
NEPEBOJIUTCS KaK «OeCIpOBOIHAS TOYHOCTDY.

Jlo Hamiero BpeMeHM Joluia Jpyras a00peBuaTypa, KoTopas sBISETCS TaKol ke
TexHonorue. Ito abopesuarypa « Wi-Fi». Takoe Ha3BaHue OBLIO JAHO C HAMEKOM
Ha CTaHAapT BbICIIMI 3ByKoBOM TexHuku Hi-Fi, uro B mepeBoge o3Hadaer
«BBICOKAsI TOYHOCTH.

Ha, OecnnaTHBIA WHTEPHET-AOCTYN B Kade, OTENsIX M a’pornopTax SIBISETCS
OTJIMYHON BO3MOXHOCTBIO BBIXO/Ja B WHTepHET. HO MHOTHE SKCIEepPThl CUMTAIOT,
yTo obmenoctymubie Wi-Fi ceTn He sBstoTCS 0€301aCHBIMHU.

CoBeTbI 110 0€30MACHOCTH PadoTe B 001IeTOCTYMHBIX ceTsax Wi-fi:

1. He nepenanaii cBoro inuHyto uHopmaiiuio yepes odmenoctynusie Wi-Fi ceru.
PabGoTas B HUX, KelaTeIbHO HE BBOIUTH MAPOJU JOCTYIA, JOTHHBI M KaKHE-TO
HOMeEpa;

2. Ucnionw3yit u 0OHOBIISI aHTUBUPYCHBIEC POTPAMMBbI U OpanaMayep. TeM caMbiM
ThI 00€30MacuIIb ce0sl OT 3aKaYKK BUpPYyca Ha TBOE YCTPOMCTBO;

3. Ilpu ucnonszoBanun Wi-Fi otkmroun ¢pynkumio «O0mmid noctyn k Qaitnam u
npuntepam». JlaHHas (QyHKIUS 3aKphiTa MO YMOJTYAaHUIO, OJHAKO HEKOTOPHIE
MOJI30BATENIM AKTUBUPYIOT €€ JIJIsl y1I00CTBa UCIIOJIb30BaHUs B paboTe mwin yueoe;

4. He ucnone3yii nyonuunsiidi WI-FI nis nmepenauu JTUYHBIX aHHBIX, HAIpUMEP
JUISl BBIXO/IA B COLIMAJIBHBIE CETH WM B JIEKTPOHHYIO TIOYTY;

5. Unonw3yit TosibKO 3amuiieHHoe coeauHenue dyepes HTTPS, a ne HTTP, T.e.
pu Habope BeO-azpeca BBOAM UMEHHO «https://»;

6. B moOunpHOM Tenedone otkimoun ¢dyaknuio «llogkmrouenne k  Wi-Fi
apTomMatnueckn». He pomyckail aBTOMAaTH4YE€CKOrO MOAKIIOYEHHUS YCTPOMCTBA K
cetsim Wi-Fi 6e3 TBoero cormnacusi.

ConmnajbHbie CeTH

CornuanbHble CETH aKTUBHO BXOJST B HAlly >KU3Hb, MHOTHE JIOJU pabOTAIOT U
JKUBYT TaM TOCTOSIHHO, a B Facebook yke 3aperucTpupoBaH MILTHAPA YETOBEK,
YTO SIBJISICTCSI OJHOM CeAbMOM BCEX JKUTEJICH ILIaHeThbl. MHOTHE ITOJIb30BaTENIN HE
MMOHUMAIOT, YTO MH(OpMaIMs, pa3MeliecHHAas UMH B COITMAIBHBIX CETAX, MOXKET
ObITh HalJileHa W MCIOJIb30BaHa KEM YTOJHO, B TOM YHCJI€ HE 0053aTeIbHO C
OJlaruMu HaMEPEHUSIMU.

OcHoBHbBbIE COBETHI 10 0€30MACHOCTH B COIMAIbHBIX CETAX:

1. Orpannyb cnucok Apy3ei. Y TeOs B APY3bsiX HE JTOJDKHO OBITh CIy4YaWHBIX U
HE3HAKOMBIX JIFO/ICH;

2. 3amminail cBOIO YacTHYIO XKu3Hb. He ykaswiBail mapoinu, TenedoHbI, aapeca,
JaTy TBOETO POXKIEHUS M APYTyK JTUYHYI0 HHGOPMAIUIO. 3710yMBIIUIEHHUKA



MOT'YT HCIOJIb30BATb HOAKC I/IHCpOpMaHI/IIO O TOM, KaK Tbhl W TBOHU POAUTCIIN
IUIAHUPYCTC IIPOBCCTH KAHUKYIJIbI,

3. 3ammimail CBOIO PEIMyTaIvio - JEpKH €€ B YHCTOTE W 3a/aaBail cebe BOmpoc:
xoTen OBl ThI, YTOOBI JPYTHE€ TIOJH30BATEIN BHJACIH, UYTO ThI 3arpyskaeib?
[Togymaii, mpexie 4UeM 4TO-TO OMyOJIMKOBATh, HATUCATh U 3aTPY3UTh;

4. Ecnu Thl TOBOPHWILL C JIOAbMH, KOTOPBIX HE 3HAEIIb, HE HCIOJIb3YH CBOE
peajgbHOe UMS U JIPYTyI0 JTUYHYI0 MH(OpMAIUU: UMs, MECTO >KUTENIbCTBA, MECTO
y4eObl U poUee;

5. U36eraii pasmemenus ¢otorpaduii B MHTEpHETE, TAe Thl H300pakeH Ha
MECTHOCTH, 110 KOTOPOH MOKHO OIPE/ICITUTH TBOE MECTOTIOJIOKEHHE;

6. Ilpu peructpanyu B COIMAIBLHON CETHU HEOOXOAUMO HCIOJIL30BaTh CIIOXKHBIC
NapoJIv, COCTOSUIME U3 OYKB U (P U C KOJIMYECTBOM 3HAKOB HE MEHEE &;

7. I[JUI COHHaHBHOﬁ CCTHU, IIOYTBI U APYIHUX CalTOB HGO6XOIII/IMO HCIIOJIB30BaTh
Pa3HBIC IIApPOJIH. TOFI[a eciu TeOs B3JIOMArOT, TO 3JIOYMBIIIJICHHUKH II0JIY4daT
AOCTYII TOJIBKO K OTHOMY MCCTY, @ HC BO BCC Cpasy.

JJIEKTPOHHbIE ICHbI' U

DONeKTpOHHBIE JEHBIM — 3TO OUYEHb YJIOOHBIM CHOCOO TIUIaTeX ek, OIHAKO
CYIIECTBYIOT MOIIEHHUKH, KOTOPBIE XOTAT MOJIYYUTh 3TU JECHBIH.

ONEeKTPOHHBIE JIEHBIW MOSBHIKCH COBCEM HEIAaBHO M HMMEHHO H3-3a 3TOTO BO
MHOTHUX F'OCyAapCTBax JI0 CUX MOP HE MPOMMUCAHO PO HUX B 3aKOHAX.

B Poccun ke oHU (YHKITMOHUPYIOT U O HUX YK€ TPOIMUCAHO B 3aKOHE, TIe MX
pa3aeNaioT Ha HECKOIBKO BUIOB - aHOHUMHBIC M HE aHOHUMHBIC. Pa3HuIa B TOM,
YTO aHOHUMHBIE - ATO T€, B KOTOPBIX pa3pemaeTcs MPOBOIUTH Omepanuu 0e3
UACHTU(UKAIINY TI0JIb30BaTEIIs, a B HEAHOHUMHBIX HJICHTH(DHUKAIINN TTOTH30BATEISA
SABJIIETCS 00S3aTEIILHOM.

Taxke cienyer pas3nuyarb — JJEKTPOHHbIE  (UaTHbIE  JEHBI'M  (paBHbBI
rOCYJAapCTBEHHBIM BaJIOTaM) M JJIEKTPOHHbIE He(dUaTHbIE JACHBIM (HE PaBHBI
rOCyAapCTBEHHBIM BAJIIOTaM).

OcHoBHBIE cOBeTHI 0 0€e30NMacHOii padoTe ¢ JIEKTPOHHBIMHU I€HbI AMU:

1. IlpuBsiku K cuery MOOWIBbHBIA TenepoH. DTO camblid yIOOHBIA M OBICTPBIN
Croco0 BOCCTAaHOBUTH AOCTYN K cuery. lIpuBsizanHblil TenedoH MOMONKET, €CIH
3a0yJenib CBOM IUIATEXXHBIM MMaposib WM 3aijielllb Ha CalT C HE3HAKOMOTO
YCTPOUCTBA;

2. Hcnonb3yit oaHopa3zoBble mapond. Ilocne mnepexona Ha YCHUICHHYIO
aBTOpHU3alMIi0 TeOe yke He OyleT yrpokaTh OMACHOCTb KpakH WJIM IepexBaTa
IJIATEKHOTO MapOJIs;



3. BriGepu cnoxHblil napois. [lpectynHukam OyaeT HE MPOCTO YraiaTh CIOKHBIH
naposb. Hazexxasle maposay — 3TO MapoJIk, KOTOPBIE COEpkKAT HE MEHEE 8 3HAKOB
U BKIIOYAIOT B c€0s CTPOYHBIE M MPOMNMCHbIE OYKBBI, HU(QPBl U HECKOJIBKO
CUMBOJIOB, TaKM€ Kak 3HaK Jojulapa, (pyHTa, BOCKJIMLATENbHBIA 3HAK MU T.II.
Hanpumep, StROng!;;

4. He BBOJIM CBOM JINUHBIC JJAHHBIC HA CaliTaX, KOTOPHIM HE JIOBEPSICIIb.
DJIEKTPOHHAS MOYTA

DJEKTpPOHHAsl II0YTa — O3TO TEXHOJIOTHA U IPENOCTABIISIEMBIE €H0 YCIYTd IO
NEPECHIJIKE U MOJIyYEHHUIO 3IEKTPOHHBIX COOOLIEHHH, KOTOpPbIE paclpeiesstoTcs B
KOMIBIOTEpHOM ceTu. OOBIYHO 5SJEKTPOHHBIM MOYTOBBIA SIIUK BBITJISIAUT
CJIEYIOIKUM 00pa30oM: UMsI_I0JIb30BATENA(@UMs_JIoMeHa. Takke KpoMme repeiauu
IPOCTOTO TEKCTa, UMEETCS BOZMOKHOCTh MepeaaBaTh (ailiibl.

OcHoBHBIE COBETHI 110 0€30MACHOI padoTe ¢ IJIEKTPOHHOM MOYTOM:

1. Hago BeIOpaTh MpaBWIbHBIN MOYTOBBIA CepBHUC. B MHTEpHETE €CTh OrpOMHBIN
BBIOOp OECIUIaTHBIX IMOYTOBBIX CEPBUCOB, OJIHAKO JIy4Ille JIOBEPSATH TEM, KOTO
3HACIIb U KTO MEPBBIM B PEUTUHTE;

2. He yka3piBall B JMYHOW MouTe JUYHyI0 HH(popmanuio. Hampumep, myuqiie
BBIOpATh «MY3bIKaJIbHBIN (paHaT@» mim «pok2013» BmecTo «Ttemall3y;

3. Ucnonb3yl ABYXA3TAlHYI0 ABTOPU3ALUIO. JTO KOTAa MOMUMO MapoJisi HYXHO
BBOAUTH KOJ, MPUChUIAEMbIA 0 SMS;

4. BeiOepu cIIOXKHBIHN 1Tapotb. sl KaKI0ro MOYTOBOTO SIIUKA JTOJKEH OBITH CBOM
HAJIC)KHBIN, YCTOMYUBBIN K B3JIOMY I1apOJIb;

5. Ecnu ecTb BO3MOYKHOCTh HAIMCATh CAMOMY CBOM JIMYHBIN BOIIPOC, UCIOJIB3YyH
3Ty BO3MOKHOCTb;

6. Mcnosb3yil HECKOJBKO MOYTOBBIX SIIMKOB. [1epBblid 7151 YaCTHON MEPENUCKH C
agpecatamMy, KOTOPbIM Thl JOBEpSCIIb. IJTO DJIEKTPOHHBIM aApec HE Haao
MCIIOJIB30BaTh MIPU PETUCTpaluu Ha (hopyMax M cailTax;

7. He oTkpwiBail ¢aitipl U ApyrUe BIOKEHUS B MUChMAaxX JaKe €CIU OHH MPUILIH
OT TBOMX Jpy3el. JIyulne yTouHu y HUX, OTIIPaBIIsUIM JIU OHU TeOe 3TU (ailibl;

8. Ilocnie okoHYaHMs pabOTHI HA MOYTOBOM CEpPBHCE IEpes 3aKPhITHEM BKJIAJKHU C
caiiToM He 3a0yb HaXXaTh Ha « BeIATIY.

Ku0epOy/JIMHI WM BUPTYyaJIbHOE U3/1€BaTeILCTBO

KubepOymmHr — mpecieqoBaHue COOOIICHUSIMH, COJIEPKAITUMU OCKOPOJICHUS,
arpeccuio, 3alyruBaHne; XyJIUTaHCTBO; COIMAIbHOE OOMKOTHPOBAHKE C TIOMOIIIBIO
Pa3TUYHBIX HHTEPHET-CEPBUCOB.

OcHoBHBIE COBeTHI 110 00pbOE ¢ KNOEePOYIJIMHIOM:



1. He Gpocaiics B 0oii. Jlyurmuii cioco0: mocoBEeTOBATLCS Kak ce0st BECTH U, €CITU
HET TOTO, K KOMY MOKHO O0OpaTUTHCS, TO BHAYANIE YCITOKOUThCS. ECiin Thl HaYHETIIb
OTBEYaTh OCKOPOJICHUSIMU HA OCKOPOJICHUS, TO TOJBKO €Ile OOJIBIINE Pa30iIKeIh
KOH(JIUKT;

2. Ynpapnsii cBoel kuOeppermyTauuei;

3. AHOHMMHOCTh B CETH MHHMMasl. CYHIGCTBYI-OT CITOCOOBI BBIICHUTDH, KTO CTOHUT 3a
AHOHHMMHBIM aKKayHTOM;

4. He crouT BeCTHM XYJIUTIaHCKUWA 00pa3 BHUPTyaldbHOW >XHU3HU. HHTEpHET
¢ukcupyeT Bce TBOM NEUCTBHUA M COXPaHAET HMX. YJAIUTh WX OyIeT KpaiiHe
3aTPYAHHUTEIIBHO;

5. Cobmroail CBOM BUPTYaIbHYIO YECTh CMOJIOAY;

6. Urnopupyit enuHndHbld HeraTuB. OMHOPA30BbIE OCKOPOUTEIBHBIC COOOIICHHS
Jydiiie urHopupoBaTh. OOBIYHO arpeccus MpeKpaliaeTcs Ha HadyaabHON CTaIuu;

7. ban arpeccopa. B mporpammax oOMEHa MIHOBEHHBIMU COOOIICHUSIMHU, B
COITMATIBHBIX CETAX €CTh BO3MOXKHOCTh OJIOKHUPOBKH OTIIPABKH COOOIIECHUN C
OIPEJEIEHHBIX aIPECOB;

8. Ecnmu Th1 cBumerenp kuOepOyinuHra. TBOM JEHCTBUS: BBICTYNUTH TPOTUB
npeciieioBaTens, MOoKa3aThb €My, YTO €ro JACHCTBUSA OICHUBAIOTCA HETaTHUBHO,
MOJAJCPKATh KEPTBY, KOTOPON HY)KHA TICHUXOJIOTHYECKash MOMOIb, COOOUIUTH
B3pPOCJIBIM O (PaKTE€ arpeCCUBHOTO MOBEJACHUS B CETH.

MooOuiabHbIi TesaedoH

CoBpemenHble cMapTHOHBI U TUIAHIIETHI COJEpKaT B ceO€ BIIOJHE B3POCIbIN
(GyHKIIMOHAT, U TEmepb OHU MOTYT KOHKYpPUpPOBATh CO CTallMOHAPHBIMU
KoMmmbloTepamu. OIHAKO, CPEJCTB 3aUThI IS MOJJOOHBIX YCTPOUCTB MOKa OYEHb
Majo. TecTupoBaHME U TIOMCK YSI3BUMOCTEH B HHUX TMPOUCXOJIUT HE TakK
MHTEeHCHBHO, Kak 11 [1K, To ke camoe kacaeTcss 1 MOOMIIBHBIX MPUITOKCHUT.

CoBpeMeHHbIE MOOWJIBHBIC Opay3ephl YK€ MPaKTUYSCKH JOTHAIM HACTOJIbHBIC
aHaJOTHU, OJHAKO paclIMpeHHe (QYHKIMOHAIAa BJIeYeT 3a COOOM OOJNBIIYIO
CJIOKHOCTh M MECHBIIIYIO 3aIUIIEHHOCTb.

I[EU'IGKO HC BCC TIIPOU3BOAUTCIIA BbIITYCKAIOT O6HOBJ’I€HI/IH, 3aKPbIBAIOIIUC
KPUTUYICCKUC YA3BUMOCTHU IJIsI CBOUX YCTPOﬁCTB.

OcHOBHBIE COBETHI JIJI 0€30IACHOCTH MOOMJIBLHOIO TeJie(poHA:

1. Huuero He sBisieTCsS TO-HACTOAIIEMY O€CIUIaTHBIM. byab OCTOpOXeH, Belhb
Korja Tebe mpeasaratoT OecIyIaTHBIM KOHTEHT, B HEM MOTYT ObITh CKPBITHI Kakue-
TO IJIATHBIE YCIIYTH;

2. Jymaii, npexnae ueM otnpaButh SMS, poTto unu Buneo. Tol TOUHO 3HaelIb, Ie
OHHU OYJyT B KOHEYHOM UTOTE?



3. Heo0xoaumo 0OHOBIIATH ONEPALMOHHYIO CUCTEMY TBOETO cCMapT(hOHa;
4. Ucnonb3yit aHTUBUPYCHBIE TPOTPAMMBI JJIsI MOOMIIBHBIX TesIe(hOHOB,

5. He 3arpy>1<ap”1 IMPUIIOKCHUA OT HCU3BCCTHOI'O HMCTOYHHKA, BCIAb OHU MOI'YT
COACPKAThb BPCAOHOCHOC IIPOIrpaMMHOC O6CCH€‘ICHI/IC;

6. Ilocme TOro kak ThI BBIMJCIIH C CaiiTa, T/Ie BBOAWI JIMUHYIO HH(GOPMAIHIO,
3aiiI B HACTPOMKHM Opay3epa u ynanu cookies;

7. HCpHOI[HIIeCKI/I HpOBepHﬁ KaKHC IINIATHBIC YCIYI'HM AKTHUBUPOBAHBI Ha TBOCM
HOMCPC,

8. JlaBaii cBoif HOMEp MOOWJIBLHOTO TeJle(OHA TOJIBKO JIOJISIM, KOTOPBIX Thl 3HACIIh
U KOMY JIOBEpsCIlb;

9. Bluetooth gomxeH ObITh BHIKJIFOUYEH, KOT/Ia Thl UM HE MOJb3yelibes. He 3a0biBait
WHOTJIa TIPOBEPATH ITO.

Online urpsbi

CoBpeMEHHBIE OHJAWH-UTPBI - ATO KPACOYHBIE, 3aXBATHIBAIOIIUE Pa3BICUYCHUS,
OOBEIUHSIONINE COTHU THICAY YEJNOBEK MO BceMy Mupy. WUrpoku wucciemyror
JAHHBI UM MHUp, OOLIAIOTCA JIPYT C APYrOM, BBIMOJHSIOT 3aJaHusl, CPAKAIOTCS C
MOHCTPaMH M TOJYyYarOT ONBIT. 32 YAOBOJBCTBUE OHHU IUIATAT: MOKYHAKOT JIHCK,
OIUIAYMBAIOT A0OHEMEHT WJIM MPUOOPETAIOT KAKUE-TO OILHUU.

Bce aTu cpenctBa MayT Ha MOJAJEpP)KAHWE W PA3BUTHUE UTPHI, a TaKXKe HaA caMmy
0€30MacCHOCTh: COBEPIICHCTBYIOTCS CUCTEMbl aBTOPHU3AIMH, BBIMTYCKAIOTCS HOBBIE
natyu (udpoBbIe 3arIaTKy JJIs1 TPOTPaMM ), 3aKPBIBAIOTCS YS3BUMOCTH CEPBEPOB.

B 1mogoOHBIX Mrpax CTOMT OIacaTbCsi HE CTOJIBKO CBOMX COIEPHHUKOB, CKOJIBKO
Kpa)kd TBOETO IapoJisi, HA KOTOPOM OCHOBaHA CHCTEMa aBTOPHU3AIMU OOJIBIIMHCTBA
Urp.

OcHoBHBIE COBETHI N0 0€30IACHOCTH TBOEI0 HI'POBOTI0 aKKayHTa:

1. Eciu apyroéi urpok BeAeT cedsi MIOXO WIM COo3JaeT TeOe HENPUSTHOCTH,
3a0JIOKUPYH €ro B CITUCKE UTPOKOB;

2. Tloxanyiicsi aJIMHHUCTpATOpaM HWIPbl HAa IUIOXO€ MOBEJICHHE HTOTO WIPOKa,
JKEJIATENBbHO MTPUJIOKUTh KaKUe-TO I0KA3aTeNbCTBA B BUJE CKPUHOB;

3. He yka3biBaiil muuHyto nHGopMaluio B npodaiisie urpsr;
4. YBaxail Ipyrux y4aCTHUKOB I10 UTPE;
5. He ycranaBnuBait HeouiimaabHble TaTYH U MOJIBI;

6. Mcnonp3yil crokHbIe U pa3HbIe MapoJy;



7. Jlazxe BO BpeMsI UIPbl HE CTOUT OTKJII0YaTh aHTUBHpYC. I[1oKa ThI urpaeums, TBON
KOMITBIOTEP MOT'YT 3apa3uTh.

@OUIIHHT WA Kpaika JIMYHbIX JaHHbIX

OOBIUHOM Kpaxceﬁ ACHCT U NOKYMCHTOB CCTOOHA Y’KC HHUKOI'O HC YIHWBHIIIb, HO C
Pa3BUTHCM I/IHTepHGT-TCXHOHOI‘Hﬁ 3JIOYMBIIIJICHHUKH IICPEMECTUIIMCE B UHTCPHCT,
H IIPOJOJIKAIOT 3aHUMATbLCA «TIOOMMBIM» JACJIIOM.

Tak mosiBUiach HOBasl yrpo3a: MHTEPHET-MOUICHHUYECTBA WM (DUIIHHT, TJIaBHAs
elb  KOTOPOIO  COCTOMT B TOJYYEHWH  KOH(DHMIEHIUAIBHBIX  JIaHHBIX
M0JIb30BaTeNe — JIOTWHOB U maposieil. Ha anrnuiickom si3pike phishing unraercs
kak ¢umuHr (0T fishing — peIOHas 0B, password — Haposb).

OcHoBHBIE cOBEeTHI 10 00pb0e ¢ GUIIMHIOM:

1. Cnenm 3a cBOMM akkayHTOM. Eciim ThI moj03peBaciib, YTO TBOS aHKETa OblLia
B3JIOMaHa, TO HEOOXOJMMO 3a0JIOKHPOBAaTh €€ M COOOIIMTH aJIMHUHHCTpaTOpaM
pecypca 00 3TOM KaK MOKHO CKOpee;

2. Wcnonb3yit Oe3omnacHble BeO-CaliThl, B TOM YHCJIC, WHTEPHET-MAara3vuHoB U
ITIOMCKOBEIX CHCTEM;

3. Vcnonb3y#t crokHbie U pa3Hble apoiu. Takum oOpa3oM, eciau Te0si B3JIOMAIOT,
TO 3JIOYMBIIIJIEHHUKY MOJTy4YaT JOCTYH TOJBKO K OJHOMY TBOEMY NpO(UIIIO B CETH,
a HE KO BCEM;

4. Ecnu T1e0s B370Malu, TO HEOOXOAUMO TPEAYNPEIUTh BCEX CBOMX 3HAKOMBIX,
KOTOpbIE J100aBIEHBI ¥ T€OS B JIPY3bsAX, O TOM, YTO T€Os B3JIOMAaIU M, BO3MOXKHO,
OT TBOETO UMEHH OYy/IET PaCChUIATHCA CIIaM U CChUIKU Ha (DPUIITMHTOBBIE CAThI;

5. YcranoBu HaaexHbli napois (PIN) Ha MOOMIIBHBIN TENEPOH;
6. OTKIIIOUM COXpaHEHUE MapoJisi B Opaysepe;

7. He otkpsiBait (hailsibl U Apyrue BIOKEHUS B MUCHbMaX JIa)Ke €CJId OHU MPUILIH
OT TBOUX Jipy3ei. Jlydllle yTouHU y HUX, OTIIPABIISIIN JIM OHU TeOe 3TU (Hailsibl.

Iu¢pposas penyrauus

[Mudposas permyrarust - 5T0 HEraTUBHAS WIW MO3UTHBHAS WH(OpMAIUI B CETH O
tebe. Kommpomerupyromass uHpOpManus pa3MelieHHas B HWHTEPHETE MOXKET
CEphEe3HBIM 00pa3oM OTpa3UThCcsl Ha TBOEW peanbHOU Ku3HH. «lludpoas
penyTanus» - 3T0 TBOH UMHJIK, KOTOPBIA opMupyeTcs u3 uHpopmanuu o Tede B
WHTEPHETE.

TBoe MmecTo KHUTCJIBbCTBA, y‘le6bl, TBOC (I)I/IHaHCOBoe ITOJIOKCHHUC, 0COOCHHOCTH
XapakKTepa U pacCKa3bl O OJM3KHUX - BCE 3TO HAKAIJINBACTCS B CETH.

MHorue INOAPOCTKHU  JICTKOMBICJICHHO OTHOCATCA K HY6HI/IKaHI/II/I JIMYHOM
I/IH(I)OpMaI_II/II/I B HHT@pHCTC, HC ITOHUMasA BO3MOXHBIX HOCHGHCTBHﬁ. Ther JaXE HC



CMOJKEIIb JOTaaaThCs 0 TOM, 4To (poTorpadus, pa3MemieHHas 5 JeT Ha3ajd, craia
NPUYMHOM OTKa3a MPUHATH TeOs Ha paboTy.

KomMmenTapuu, pa3menienne TBoux ¢oTtorpaduili u apyrue OEHCTBUS MOTYT HE
MCYE3HYTh JAXKE MOCJE TOr0, KaK Thl UX YJAIUIIb. Thl HE 3HAEHIb, KTO COXPAHUII
3Ty uHGOpMaIIIO, TI0Taja JIM OHA B TIOMCKOBBIE CHCTEMBI U COXpaHHIIACh JIM OHA, a
TJIaBHOE: YTO MOAYMAIOT O TeOe OKpY’Karollee JIIOAU, KOTOphle HAMIyT U YBHUJIAT
310. Haiitn uHdoOpMmamuo MHOTO JIET CIYyCTS CMOXET JII000H - Kak M3 J0OpbIX
noOyXJeHUI, TaKk U C HAMEPEHUEM MPUYMHUTH Bpel. OTO MOXET OBITh KTO
YTOIHO.

OcHoOBHBIE COBETHI N0 3aUTe HU(PPOBOI penyTalnu:

1. [Togymaii, mpexie yeM 4To-To MyOJIMKOBaTh U MepeaaBaTh y ce0s B OJore uim B
COIIMAJIbHOM CETH;

2. B nHactpolikax npoduiis yCTaHOBH OTpaHUYEHHs Ha IPOCMOTP TBOEro NMpoduis
U €r0 CONEPIKUMOTO, CEIIal €ro TOJIBKO «IJI IPYy3€»;

3. He pa3memaii u He yka3biBal uH}OpMaIHIO, KOTOpas MOXKET KOro-audo
OCKOPOJIATH MJIH OOMKATh.

ABTOpCKOE NIPaBo

CoBpeMeHHbIE MIKOJIbHUKN- aKTHBHBIE TOJIH30BATENN IU(GPOBOTO MPOCTPAHCTBA.
OpmHako Janeko He BCE 3HAIOT, YTO MOJb30BAHHE MHOTUMHU BO3MOXKHOCTSIMHU
nuppoBoro mupa TpeOyeT CcoOJIOJeHUs TpaB Ha HMHTEIUIEKTYyalbHYIO
COOCTBEHHOCTb.

TepMUH «HMHTEJUIEKTyalbHasi COOCTBEHHOCTb» OTHOCHTCA K  Pa3IMYHbIM
TBOPEHHUSIM YEJOBEUECKOr0 yMa, HayMHas C HOBBIX HM300pPETEHUH M 3HAKOB,
0003HAYAIOIIMX COOCTBEHHOCTh Ha MPOAYKTHI U YCIYTU , U 3aKaHUYMBAasi KHUTaMH,
doTorpadpusMu, KHHOQUIEMaMH U MY3bIKAJIbHBIMU TTPOU3BEACHUSMU.

ABTOpcKHe TMpaBa - 3TO IpaBa Ha HHTEJUIEKTYaJbHYI0 COOCTBEHHOCTh Ha
IIPOU3BEICHUS HAYKH, JIUTEPATYPbl U UCKYCCTBAa. ABTOPCKHE ITpaBa BHICTYNAIOT B
KayecTBE TapaHTUU TOTO, YTO WHTEJUIEKTYyaJbHBIN/TBOPUECKUM TPy aBTOpa HE
OyAeT HampacHbIM, JacT €My CIIpaBeAJIMBbIE BO3MOXHOCTH 3apadoTaTh Ha
pe3yiapTaTax CBOETO TPYyJAa, MOJIYYUTh H3BECTHOCTh W mpu3HaHue. Hukro 06e3
paspelieHuss  aBTopa HE  MOXKET  BOCIHPOM3BOAUTHL  €r0  IIPOU3BEIECHMUE,
pacnpocTpaHsiTh, MyOJUYHO JIEMOHCTPUPOBATH, IMPOJaBaTb, HMIIOPTUPOBATH,
MyCKaTh B MPOKAT, IMyOJMYHO UCIOJIHATH, MMOKA3bIBATH/UCIIONHATH B 3dUpe WU
pasMerars B MIHTEepHeTe.

Hcnonb30BaHuEe «IUPATCKOT0» MPOrPaMMHOIO OOECIEUECHHS] MOXKET MPUBECTH K
MHOTHM pHCKaM: OT MOTEPH JAHHBIX K TBOUM aKKayHTaM JI0 OJIOKHPOBKH TBOETO
YCTPOMCTBA, T'JI€ YCTAHOBJIEHHBIM HE JeranabHas nporpamma. He crouT Ttakke
3a0bIBaTh, YTO CYIIECTBYET JeTalbHbIE W OeCIIaTHbhIC MPOTPAMMBI, KOTOPHIE
MOYHO HalTH B CETH.



O noprane

CereBUYOK.p( - TBOW IJIaBHBIM COBETYHMK B CETH. 3[1€Ch Thl MOXKEIIb Y3HaTh O
0€30MacHOCTH B CETU MOHSATHBIM M JIOCTYIHBIM SI3bIKOM, & IPH BO3HUKHOBEHHH
KPUTHYECKON CUTyallud OOPAaTUTHCS 3a COBETOM. A TaKkKe MPUHATH y4acTHe B
KOHKYpCax M CTaTh CaMbIM ITU(PPOBBIM IpaskJaHUHOM !
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