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AyTteHTH(pUKaLUA

bezonacHocTh HHpOpPMAIIH

['ocynapcTBeHHas
nH(bOpMaIOHHAS CHCTEMA

Hoctyn x uHpopmaiuu
JlocTymHOCTE

3amuTa uHbOpMAITH
OT HECAaHKITHOHHPOBAHHOTO
J0CTyMa

SamuraeMas uHdopMaIus

Wnentuduxanus

Wudopmannonnas cucremMa

WHupopmaimoHHble pecypcesl

Hndopmanuonnsie
TeXHOJIOTHH

HNudopmarus

KonTponupyemas 30Ha

KondunennuansHocTh

O6paboTka nepcoHaNbHbIX

TEPMHWHBI X OIIPEAEJIEHWSA

JlelicTBHsI 10 TpOBepKe MNOUIMHHOCTH Ccy0ObeKTa HOCTyIa
B MH(OpMaIIMOHHOH cCHCcTEMe
Cocrognue  3auIUINCHHOCTH
obecrieuensl  ee
W 11eJIOCTHOCTh
HndopmaryionHas cucTeMa, co3/iaBacMasi B IeNsX peaan3alyu
NOJTHOMOYH roCy/IapCTBEHHBIX OpraHoB
u ofecnedeHuss oOMeHa uHpoOpMaMed MEXKIYy 3THMH
OpraHamM, a TaKke B HHBIX YCTaHOBICHHBIX (elepaibHBIMU
3aKOHAMH LIEJIAX

Bo3moxkHOCTE MoTyueHHs HHPOPMAIMH U €€ HCIOIh30BaHHs
Cocrosnue uHpOPMAIMH, XapaKTEPU3YEMOE CIIOCODHOCTBIO
TEXHMYECKHX CPEACTB W HWHMOPMAITHOHHBIX TEXHOJIOTHIH
obecnieynBaTh OECHIPENSTCTBEHHBIH HOCTYD K HHpOpMAIHK
CyOBEKTOB, HMEIOIIMX Ha 3TO IOJIHOMOYHS

3amura WHQOpMaLMM, HANpaBICHHAS Ha IpPEJOTBpAlEHHE
NOJyYeHHs 3alMiaeMoil MHOOPMAIHH 3aHHTEPECOBAHHBIMH
CyOBEKTaAMH C HApYUIEHHEM YCTAHOBJIEHHBIX HOPMATHBHBIMH
M TIpaBOBBIMHM JOKYMEHTaMHU (aKTamu) wuiH o0JagaTessMu
uHopMaluM IpaB HIH MpaBUI pasTpaHHYeHHs J0CTyIa
K 3alMImaeMoi nHGopMaumn

HHpOPMAITHH,
KOH(UACHIHAIBHOCTD,

ITpA KOTOPOM
HOCTYITHOCTB

Wndopmarus, dgpngiomascs  IpeJMeToM  COOCTBEHHOCTH
U TIOAJNekKallas 3al(iTe B COOTBETCTBHH C TpeOOBaHHUAMHM
IIPaBOBBIX JOKYMEHTOB WIH TpeOOoBaHUAMH,

ycTaHaBIMBAEMbBIMH COOCTBEHHMKOM HH(OPMAaLIAH
Ipuceoenune cybwpekTaM 1 00BEKTaM IOCTyNA HACHTH(HKATOPA
W (MnM) CpaBHEHHME IIPENBABISIEMOT0 HueHTH(HKaTOpa
€ IiepedHeM IPUCBOCHHBIX HIEHTH()HKATOPOR

CoBokynHocTh copepxameiics B 6a3ax JaHHBIX HHOOpPMAIHH
W obecrieunBaronux  ee  00paboTKy — MHOOPMALMOHHBIX
TEXHOJIOTHH ¥ TEXHUYECKHX CPENCTB

OtnenpHBIE TOKYMEHTBl U OTIENIBHBIC MAacCHBBI JIOKYMEHTOB,
JIOKYMEHTBl M  MAacCHBBI  JOKYMEHTOB, COjIepKaliuecs
B HHQOpPMAllMOHHEIX ~ cHcTeMax (OuOnmorekax, apxupax,
¢onnax, 6aHKax JaHHBIX, HHPOPMAIIMOHHBIX CHCTEMaX APYrHX
BHJIOB) _
Ilponecenl, Meroisl moucka, cbopa, XpaHeHus, o6paboTku,
IpeOCTaBIEHHs], PacpOCTPaHeHHsT HHOOPMAIHH H CIIOCOOBI
OCYIIECTBIEHHS TaKUX IPOIECCOB H METO/I0B

Caenenns (coobieHus, JIaHHBIE) HE3aBHCHMO
OT JOpMBI UX TIpeICTABICHUS
IlpocTpanctBo  (TeppuTOpHS,  37aHHe, YacThb  3/aHHS),

B KOTOPOM HCKIIFOYEHO HEKOHTPOJHpPYeMOe IpeOLIBaHME JIHII,
HE MMEWONMX IIOCTOSHHOTO WM  Pa3oBOTO  JIONYCKa,
W TIOCTOPOHHHUX TPAHCIIOPTHBIX CPENICTB

O6s3arenpHOe UL BBITOIHEHUS JTHIIOM, ITOTYYHBIIHM JOCTYII
K ompenencHHod uHpopmauny, TpeboBanue He nepeaaBaTh
Takylo uHpOpMALMI0 TpPeTBHM JiHIaM ©0e3  coracHs
ce obnamarensa

JetictBusa (onepanuu) ¢ MepcoOHaNbHBIMH JaHHBIMH, BKIHOYas



JdaHHbIX

Oneparop

[TepcoHayibHBIE JJAHHBIE

Yrpoza 6e30macHOCTH
uHpopMauu

V3BUMOCTE

LlemocTtHOCTD

cOop, cHcTemMaTH3alMIO, HAKOIUIEHHE, XpaHEHHE, YTOYHEHHE
(oOHOBNEHME, M3MEHEHHE), HCIONL30BAHUE, PACHPOCTPAHEHHE
(BToM wumcne mepenady), oOe3nmuuMBaHUe, OJOKMPOBAHMUE,
YHUYTO)KEHHE NePCOHATILHBIX JaHHBIX

rpakJaHUH MM IOpHAMYECKOE JIMIO, OCYIIECTBIISIOIIHE
JIeSITeIbHOCTE 0 SKCIUIyaTaliud WHPOPMAIMOHHOM CHCTEMBI,
B TOM uucie 1o obpaboTke MHpOpMaIMH, coaepikarencs
B ee 0a3ax JaHHBIX

JIrobas mHQOpMaIKs, OTHOCAMAACS K TPSIMO HIH KOCBEHHO
OIPEJIENIEHHOMY HJIH ONIpEAEIIeMoMy (pu3ndecKoMy JTHILy
CoBOKYIHOCTB yCIOBUH Hu (dbakTopoB,  CO3AONIMX
MIOTEHIIHANBHYIO WIH peanLHO CYILIECTBYIOIYIO
OTacHOCTb, CBSI3aHHYIO c yTeuKoit uH(popMaIHu
W/MIT HECAaHKIIMOHUPOBAHHBIMH W/MIIM  HeTpeIHAMEPEHHLIMH
BO3JeHCTBHIMHU Ha Hee

Hejtocrarok (cnabocTs) IPOrpaMMHOTO
(mporpaMMHO-TEXHHYECKOI0) CPEACTBA WIH HHOOPMAIMOHHOH
CHCTEMBI B IIEJIOM, KOTOPBIH (KOTOpas) MOXKET OBITh
HCIIOJIB30BaHA  JUIl  peaM3aluu  yrpoz  Oe3omacHOCTH
HH(pOpMAITH

VerodunBocTh  MHGOpPMALMM K HECAHKIHOHHPOBAHHOMY
WM CIIy4aiiHOMY BO3AEHCTBHIO Ha Hee B Ipoliecce 00paboTKu
TEXHHUYECKUMH CPEICTBAMH, PE3YNLTAaTOM KOTOPOTO MOXKET
OBITH YHHUTOXKEHHE M HCKaKeHHe WHOpMaInu



I'OCTP
IlomnTuka

Obpa3oBarensHOE
yapexKAeHne

®CE Pocecnn
OCTOK Poccun

4

OBO3HAYEHHUS U COKPAILIEHUSA

— T'ocynapctBennsIii ctannapt Poceniickoilt @enepannn

— Ilonmutuka uHPOpMaUMOHHOH O0€30IaCHOCTH TrOCYIapCTBEHHOTO
bromxeTHoro  001IE00pa30BATENIBHOTO  YUPEXKAEHHS  CpelHeH
obmmeobpazoBarensuoii mkonbl Ne 578 [Ipumopcekoro pattona CaHkr-
[lerepOypra

— rocyaapcTBeHHoe OIopKeTHoe 001eoOpa3oBaTeNbHOE YUPSIKIACHHES
cpenusisi obmeobpas3oBarenbHas mKoma Ne 578  IIpumopckoro
paiiona Cankr-IlerepOypra

— OenepanbHas ciyxba 6e3onacHocTH Poccuiickoii ®enepannn

— @enepanbHas cinyx0a Mo TEXHHIECKOMY W 3KCIIOPTHOMY KOHTPOIIIO



1  OBHIUE NOJOKEHUA

Hacrosmas Ilonmutnka uH)opManuoHHOH  0Oe30maCHOCTH — SBIAETCS  TOKYMEHTOM,
ONpENENAOIINM HalpaBleHUsl JAEATEIbHOCTH B obOnacti obecnedeHHs HHOOPMAHOHHON
OesonacHOCTH M mpeAcTaBisieT coOOH CHCTEMaTH3HPOBAaHHOE W3JIOXKEHHE MeNnell u  3ajay
UHGOPMAMOHHOH 0e30macHOCTH, KaK OJHO WM HECKOJBbKO IPAaBHI, MPOLEAYpP, MPAKTHUYECKHX
IIPHEMOB H PYKOBOIAIIHMX IPHUHIIAIIOB, KOTOPEIMH PYKOBOJCTBYETCS FOCY1apCTBEHHOE OFOJKETHOE
o0mmeobpa3oBaTenbHOE yupexaeHue cpeanss obumeodpazoBarensras mkona Ne 578 Ilpumopekoro
paiiona Cankr-Iletepbypra (manee - ObpazoBarenbHOe YUpeKAeHHUE), a TAKKE OPraHU3aIHOHHBIX,
TEXHOJIOTHUECKUX H MPOIeTyPHBIX acTIeKTOB obOecredeHus HHPOPMAIHOHHON Oe301MacHOCTH.

Ilonoxkenus  nacrosimedt  [lomuTukn He  pacmpocTpaHsioTcs Ha  oDecreueHme
UHPOPMAIIMOHHOH Oe301IACHOCTH CBEJICHH, COCTABIISIONIMX MOCYIapCTBEHHYIO TAHHY.

OcuHoBHOH 3ajayeli B oOnactw uHpopMmanmoHHOH OesomacHocTH (OOpaszoBaTebHOE
YUPEXIEHHE NPU3HAET COBEPIIEHCTBOBAHME MEP U CPEICTB ODEeCIeUeHHs 3alUTLl HH(pOpMAIH
uHGOpPMAlMOHHBIX  pecypcoB  OOpa3oBaTeILHOTO  YUPEXKACHHS B KOHTEKCTE  Pa3sBHTHS
3akoHozarenbcTBa  Poccmiickol @emepallM W HOPM  PETYIMPOBaHUS  HHPOPMALMOHHOM
JIEATENILHOCTH B TEKYIINUX YCIOBHAX (DYHKIMOHUPOBaHUS HH(DOPMAIIHOHHOTO TIOJIS.

IIpu pa3zpadborke [lonuTHKH YYHTHIBATUCE OCHOBHBIE TPHHIIMITBI CO3JIAHUS CHCTEM 3alHTHI
nHpOpMaLMH, XapaKTEpPHCTHKA H  BO3MOXKHOCTH  OPraHM3aIllMOHHO-TEXHHYECKHX  Mep
¥ COBPEMEHHBIX IIPOTPaMMHEIX H allllapaTHO-IPOrpaMMHBIX CPEACTB 3alIUTH HH)OPMAITHH.

B pamkax croeli gesrensHoctd OOpa3zoBareibHOE YUpeskaeHHe 00s3yeTcs NpeanpuHEMAaTh
BCE BO3MOKHBIE MEPbI JUIS 3alMTh HHQOPMAIMH OT yrpo3 6e30nacHOCTH HHOPMAIIHH.

TpeboBanuss uHGpOPMALMOHHOH OE30IIaCHOCTH, COOTBETCTBYIOT IEISM JESITEILHOCTH
OOpa30BaTeILHOrO YYPEXKJICHHs M IpeIHa3Ha4YeHbl JUISl CHIOKEHWS DPHCKOB, CBS3aHHBIX C
peanu3anuei yrpo3 0e30macHOCTH HHPOPMAITHH.

ITonutuka poctymHa BeceM paboTHuKam OOpa3oBaTeNbHOTO  YUPESHKACHHS H  BCEM
MIOJIL30BATENISM €T0 PECYPCOB.

2 IEJU U 3AJAYA OBECIIEYEHUA HHO®OPMAIIMOHHOM BE3OIIACHOCTH

Cy0nbexThl HHpOPMAUHOHHBII OTHOIICHHH

CybpexramMu npu  obecrnieyeHun HHpopManMoHHOH OeszonacHoctd B OOpa3oBaTeIEHOM
YUPEX/ICHHH SBIIAIOTCSL:

pabOTHUKH CTPYKTYPHBIX NOAPA3AETICHUH (B TOM YHCIIE YBOJICHHBIE);

rpaxzase, paboTarolme no JoroBopaM rpaxaaHcKo-IPaBoOBOrO XapakTepa;

¢dusMyecKue NHNA, IpeACTaBHTEIM KOHTPareHTOB B paMKax HCIIOIHCHHS JIOTOBOPHBIX
00s13aTeNbCTB;

dusnueckue a1La, noaasmue odpamenue B agpec OOpa3oBaTeNLHOIO YUPeK IEHHUS,

IOpUIHYECKUE JINIA, B paMKaX HCIIOJHEHHs JOTOBOPHBIX 00s3aTeIbCTB HIH BO MCIIONHCHUH
TpeboBaHMi co cCTOPOHBI 3akoHOaTeNibeTBa Poccuiickoit denepaiinu;

Oprasbl FOCYIapCTBEHHOMH BIIACTH.

O6bexTbl HHPOPMAIHOHHBIX OTHOIEHUH

O6nexTaMy HHGOPMAITMOHHBIX OTHOIICHUH SBJISIOTCS:

uHpopManHoHHEIe pecypchl OOpa3oBaTENILHOIO YUPEIKICHHS;

rocyfiapcTBeHHble  uH(OpManMoHHbIe — cucTeMbl  OneparopoM — KOTOPBIX — SIBJISETCS
OO6pazoBatellbHOE YUPEKJIeHUE;

npoueccsl 06paborku HHGOpManuH B HHpOpManMOHHBIX cucteMax OOpazoBaTenbHOro
yupex/JieHusi, MH(OPMAIMOHHBIE TEXHOJIOTMH, PETJIAMEHTBl M IpoLexypnl cbopa, oOpaboTKH,
XPaHEeHHUs U Nepeavd HHopMaluu;

uHndpopmannonHas uHGpacTPyKTypa, BKIIOYAIOMAS CHCTEMBI 00pabOTKH, XpaHeHHs
1 aHaTM3a MHGOPMAIIHH, IPOrPaMMHBIE H TIPOrpaMMHO-aNnapaTHbIE CPEICTBA, B TOM YHCIIE KaHAJIbI
CBSI3M M TEJIEKOMMYHHKAIIHH;

CHCTEMBI M CPEJICTBA 3alUThl HHPOPMAIHK, 00BEKTH H MOMENIEH!s], B KOTOPEIX pa3MeLleHb]
cpejicTea 06padoTKH HHPOPMAIIHH.
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Henu obecneuennst HHGOPMaLHOHHOII Oe30nacHOCTH

OcHoBHOM 1enpt0  obecriedenust uHGOpMamoHHoi OezonacHocT  OOpazoBaTesIbHOIO
YUPCHKOACHH A ABJISIKOTCS I[eﬁCTBHH HalpaBJICHBI Ha JOCTHIXCHHE 3alllUThI CY6'BEKTOB
HH(POPMAIIMOHHBIX OTHOLIEHHH OT BO3MOXXHOTO HAaHECEHHWS WM MaTepHaIbHOTO, (H3HUECKOTO,
MOpAaNbHOTO WJIM HHOTO yiep0a, MoCpeicTBOM CIIy4aiHOro HiIH IIPEIHaAMEPEHHOTO BO3AEHCTBHS Ha
nHbopMaLHio,

B TOM YHCJIE:

obecrieuenus 0TKa30yCTOHIHBOTO GyHKIHOHMPOBAHUS IPOrpaMMHBIX
W annapaTHO-NPOrpaMMHBIX cpefcTB (OO0pa3oBaTeNbHOTO YUPEKACHHA M IIPEIOCTABISIEMBIX
CEPBHUCOB;

coOmoNieHusT IpPaBOBOTO pPEXHMMa HMCIIOAB30BAHUS MAacCHBOB M CPEACTB  00paboTkH
HH(pOpMaLIHH;

npeoTBpallieHuss peanu3anuy  yrpoz OesomacHOCTH HH(pOpManmuM TPH OCYIIECTBICHHH
JestesnbHoCTH OOpa3oBaTeIbHOIO YYperxKICHH.

3agaun obecreveHusn nHpopMaANHOHHOI De30NaCHOCTH

HocTikeHue 1eneil odecneuennss HHQOPMAITMOHHOK 0€30MaCHOCTH M CBOHCTB HH(OpMann
OO6pa30BaTENBHOTO YUPEXKIEHUS PELIAETCS CIIEAYIOMIMMHE 3a/[a4aMHu:

- 3aIIUTHI OT HECAHKIIMOHHUPOBAHHOTO JOCTYNA K MHQOPMAIIMOHHBIM PeCypcaMm;

pasrpaHUyYeHUs AOCTyIa IOJB30BaTeNneld K MHGOPMALMOHHBIM, AllapaTHBIM, IIPOrPaMMHEIM
¥ HHBIM pecypcam;

PErHCTPallMd M NEPHOAMYECKOr0 KOHTpoJA JelcTBHH monb3oBarened npu  obpaboTke
3allUINAeMOi HHOPMAIIMH M IEPHOAMYECKHH KOHTPOIb KOPPEKTHOCTH UX JEHCTBHIL;

KOHTPOJS LEJIOCTHOCTH Cpelbl HCIONHEHHMS IIPOrpaMM H €e BOCCTAHOBICHHE B Cllydae
HapyLICHHS;

obecrieueHuss ayTeHTH)UKAIMM W WICHTU(QUKAIMH  I10JIb30BaTeNed, y4acTBYIOIIMX
B HH(OpMallmOHHOM 00MeEHE;

obecnedeHus HCIIPaBHOCTH IIPHMEHAEMBIX B HH(OPMAIIMOHHBIX CHCTEMAX
O06pazoBaTENBHOTO YUPEKACHHUS CPEACTR 3Tl HHPOPMaIlUH;

CBOEBPEMEHHOTO BBIBICHME HCTOYHHKOB Yyrpo3 Oe30macHOCTH HHMOpPMAaIMH, TPHYHH
W YCJIOBHH, CHOCOOCTBYIOIMX  HAaHECEHWIO  yliepba  3aMHTEPECOBAHHBIM  CcyObeKTam
HH(POPMAITHOHHBIX OTHOINEHMH;

CO3/IaHHEM CIIY)KOBI MOHHTOPHHTA M pearHpoBaHHs Ha Yrpo3bl 0e30macHOCTH HHGOPMAIHH
1 HETaTUBHBIE NIOCTIEICTBHS;

CO3JJaHMEeM YCIIOBUI I MUHUMH3allMH HAaHOCKMOTO yiepba HelIpaBOMEPHLIMH JICHCTBHIMH,
W yCTpaHeHHe IocheJcTBUi HapyuieHus uHdopMmanuonnoi 6eszomacnHoctd B OOpazoBarelnbHOM
YUpPEXIECHHH.

Pemenne BolmenepeurcIeHHBIX 3aaad B OOpa3soBaTENbHOM YUPEXKIEHHH OCYIICCTBISCTCS
HIOCPEZICTBOM:

yueTa Beex MOAJIeNkKAIHX 3aInuTe HHPOPMaIIMOHHBIX PECYPCOB;

JKYPHAJIHPOBAHHUS ACHCTBHH MEpCOHANA, OCYINECTRISIIONIEr0 00CIyKUBaHWE H MOIU(GHKAIHIO
IPOTPAaMMHBIX U IIPOrPAMMHO-ANNAPATHIX CPEACTB HHPOPMAIMOHHEIX CHCTEM;

pernameHraiui  nponeccoB  obpaborku  uubopmanmu, — AedcTBHEE  pabGOTHHKOB
O6pa3oBaTeNEHOrO YUpEKACHUS, OCYIICCTBISIOMMX IKCIITyaTalllio IPOTPaMMHBIX H ITPOrpaMMHO-
anmaparHblX CPeJICTB, HA OCHOBE YTBEPIKACHHEIX OpraHH3aliOHHO-PacIOPIUTENbHBIX JIOKYMEHTOB
IO 3a1uTe UHHOPMALIHK;

Ha3HAuYeHHU U MOATOTOBKOH pabOTHHKOB, OTBETCTBEHHBIX 33 OPraHM3alMIO U OCYIIECTBICHHUE
MeporpusaTuii 1o obecmeuenuio uHpOpManMoOHHOW OesomacHoctH B OOpazoBaTenbHOM
YUpeXKICHHH;

HaJENeHHsl Kaxaoro paboTHHKa MHHMMANbHO HEOOXOIMMBIMH IIpaBaMu npu pabore
B HHPOPMALMOHHOH HHPPACTPYKTYPE COrNIACHO UX JOKHOCTHBIM 0053aHHOCTAM;

cobnro/IeHnst BceMH pabOTHUKAMH, SKCILTYaTHPYIOMHUME U 00CTyKHBAIOIIAMH MPOrpaMMHbIE
M [porpaMMHO-amnapaTHble  cpeicTBa, TpeboBaHMit — OpraHM3allHOHHO-PACHIOPSAHTEIHHBIX



JIOKYMEHTOB T10 BoripocaM obecrneueHust ”HPOopMauoHHOH O€30IIacHOCTH;

IIEPCOHATBHOM OTBETCTBEHHOCTBIO KAJKAOTO PabOTHMKA 3a CBOM JEHCTBHUS, Y4acTBYIOLIETO
B paMKax CBOMX (YHKIIMOHATBHBIX 00s3aHHOCTEH B IIpolleccax aBTOMAaTH3HPOBAHHOH 00paboTku
uH(pOpMAME H HMEKIIETO JOCTYH K pecypcaM HH(POPMalHOHHBIX CHCTEM;

peayn3aeil TEXHOJOTHYECKHX IIpoleccoB 00paboTkH MH(pOpMAIMKM C HCIONLE30BAHHEM
KOMILIEKCOB ~ OPraHM3al[MOHHO-TEXHHUECKHX Mep 3alHThl IPOTPaMMHOTO  OOecHedeHHs,
IpOrpaMMHO-aNIMapaTHbIX CPEJICTB;

OPUHATHS Mep 1o ofecrnedeHHI0 (HU3MYECKOH IIETOCTHOCTH NPOIPAMMHO-aNNapaTHbIX
CpeicTB HH(QOPMAIIMOHHBIX CHCTEM M IOIJEpKaHHEM HEOOXOAHMOro YPOBHS 3alHIIEHHOCTH
KOMIIOHEHTOB;

HCIIOJIB30BAHMsI MPOTPAMMHBIX ¥ NIPOTPAMMHO-ANNAPATHBIX CPEJACTB 3aUIMTBI HHO)OPMAIHK
obpabaTeiBaeMbix B OOpa3oBaTelbHOM YUPEXKACHHM H aJMUHHMCTPATHBHOH MOINEPIKKOH HX
HCIIONTE30BAHUS;

KOHTpOJA  COONIONCHHS — TOJB30BaTe/sIMH  MHGOPMAIMOHHBIX  CHCTeM  TpeboBanmii
1o obecrieyenn10 HHPOPMaITMOHHOH 0€30MMacHOCTH;

IIPOBEICHHS aHaK3a ()PEKTHBHOCTH MPHHATHIX Mep 3aIUThl HHPOPMaIMH ¥ IPUMEHSEMBIX
cpeacTs 3anmTel HHGopMaiy B O0pa3oBaTeIbHOM YUPEIKICHAH,

paspaboTKH W peajIn3allii TNPEIIOKEeHMH 110 COBEPLIEHCTBOBAHMIO CHCTEM 3allUThI
unpopmanun B O6pazoBaTeIbHOM YUPEHKJICHHH.

3 [PUHIOMIILI OBECIIEYEHUS HH®OPMAIIMOHHON BE3OIMMACHOCTH

ObecneueHre MHPOPMANUOHHOH 0€30MacHOCTH, JOJDKHO OCYLIECTBISATHCS B COOTBETCTBHH
CO CJIEAYIOIIUME OCHOBHBIMH NPHHIIMIIAMH:

IIpHHIHI 32aKOHHOCTH

[pu BHIOOpE MEPONPHATHIL IO 3aIuTe HHOOPMAIMH, JOLKHO cOOMmOaThes AcHCTRYIOmEee
3aKOHOJIaTeNbCTBO Poccuiickoit Memepariiy B cdepe 3amuThl HHPOPMAIHH.

Bce paboTHHKH JIODKHBI MMETEH TIpe[CTaBlIeHHe 00 OTBETCTBEHHOCTH 3a IIPaBOHApyLICHHsA
B chepe sammuthl wuHopMauuu. IIporpaMMHO-annmapaTHble CpeJICTBA, INPHMEHAEMBIE B
O6pa3oBaTeNbHOM YUPEKICHHH, IOJDKHBI HMETh COOTBETCTBYIOINME JIMIEH3HH, O(QHIHAIEHO
nproBpeTaThes y NPeACTaBUTENeH pa3paboTUHKOB HTUX CPECTB MIIH ABIATHCA HHTEIUICKTYAIbHON
cobcTBeHHOCTEIO OOPa30BaTEIEHOIO YUPEKICHHS.

I punnun cHCTEMHOCTH

[Ipy CO3MaHHH CHCTEMBI 3aIUTEl JODKHBI YUUTHIBATECS aKTyallbHBIE YIPO3bl 0€30NaCHOCTH
uHGOpPMaIHH, BO3MOXKHBIE O0BEKTHl W HAIpaBIEHMs aTaK Ha HEE CO CTOPOHBI HApYIIUTENEH.
CucteMa 3aIUThl JOJDKHA CTPOMTBCS C YUETOM HE TOJNBKO M3BECTHBIX KaHAJIOB YTEYKH
uHpOPMAIMH, HO W C YYETOM BO3MOXHOCTH IIOABIICHHS HOBBIX YS3BHUMOCTEH B IIPOrpaMMHOM
obecreueHnH .

ITpuHIHI KOMILIEKCHOCTH

KoMIUIEKCHOE HCIIONBE30BaHUE CPEACTB 3alUThl MHPOPMAUK IIpeIoaracT CornacoBaHHOE
NPUMEHEHHIE TIPH TOCTPOSHHH IIEIOCTHON CHCTEMBI 3aLMThL, IIEPEKPHIBAONIEH BCE CYIECTBEHHBIE
yrpossl GesomacHocTi wH(poOpManuH. 3alUTa JOIDKHA CTPOMTHCS SLIENOHHWpPOBaHO. Pu3myecKas
3aIIMTA J0JKHA 00ecmeunBaThCd QU3HIECKUMU CPeICTBaMH H OpraHH3alldOHHBIMH MEPaMH.

[Ipy NOCTPOCHNH, BHEAPEHHH H SKCIUTyaTalliM CHCTEMBI 3aIIUTEI HH(OPMAIUH PykOBOACTBO
O6Gpa3oBaTenbHOr0  yupexaeHus obecnednBaeT ycnoBus mnd d(QQPEKTHBHOH KOOpAMHALUH
neHCcTBUM Beex JInil, 00eCIeunBaOIIX HHPOPMAHOHHYIO 0€3011aCHOCTE.

IIpUHIHI CBOCBPEMCHHOCTH

PaspaGoTka cucTeMbl 3aiuThl MHGOPMALHH JIOJKHA BECTHCh MAPAIIENLEHO ¢ pa3pabOTKOM
1 uHQOPMALMOHHOW  CHCTEMBL. JTO  TO3BOJIMT  y4yecTb  TpeboBanms  0e30MacHOCTH
Ipd TIPOEKTHPOBAHHH apXMTEKTYypbl ¥, B KOHEUHOM cuere, co3uare Oonee 3(deKTHBHBIE
HH(OPMALIHOHHBIE CHCTEMBI, 00J1a/1al01Iiie JOCTATOYHBIM YPOBHEM 3alIHIIEHHOCTH.

IIpuHuHn NpeeMcTBEHHOCTH



[TocTOAHHOE COBEPIIEHCTBOBaHHE Mep M CPEACTB 3alIUTHl HHGOpMAlMH Ha OCHOBE
IPEEMCTBEHHOCTH OPraHM3allHOHHBIX M TEXHMYECKUX PEIICHHH, KaJpoBOro COCTapa, aHaiu3a
(GyHKIHOHHpOBaHUA HH(OOPMALMOHHBIX CHCTEM M CHCTEMbl €€ 3alUTHI C YYETOM H3MEHCHHI
B METOJAaX M CpEeJACTBAX Iiepexsara HH(OpMAlMH, HOPMATHBHBIX TpeOOBaHHMH IIO 3alIMTe
HH(pOPMaIHK.

IIpuHUHN J0CTATOYHOCTH

CooTBETCTBHE YPOBHS 3arpaT Ha obecrneueHre HHHOPMALMOHHON OE30IIaCHOCTH ¥ IEHHOCTH
HHQOPMAI[MOHHBIX PECYpcOB Ha BEIMYMHY BO3MOXKHOIO ymepba OT HX pasrialleHud,
YVHHUTOXKEHMS ¥ MCKaxeHus. VICmonp3yeMble Mepbl M CPEJICTBA 3alUThl HHYOPMALHH He JOJKHBI
YXyIMATh 3PrOHOMHYECKHE [10Ka3aTe/Il KOMIOHEHTOB HH(POPMAIHOHHBIX CHCTEM.

IIpyHUKMD OTBETCTBEHHOCTH

Bo3osxkenne 0TBETCTBEHHOCTH 3a obecnedeHune 6e30macHOCTH uHGOpMaIuu U ee 00paboTku
Ha Kax/J0ro pabOTHHKa B TIpeleliax ero HOoJHOMOYMH. B COOTBETCTBHH C 3THM IIPUHLIKIIOM
pacnpenenenue npas ¥ o0s3aHHOCTell paGOTHHKOB CTpOHMTCHA TakuM 00pa3oM, YTOOBI B Clrydae
06010 HapyIeHUs: ObUI N3BECTEH HAPYIIHUTEND.

MNpuHumn 060cHOBAHHOCTH H TEXHHYECKOH pean3yeMoCcTH

HudopMalroHHble TEXHOJOIHH, TPOrpaMMHBIE B IPOTPAMMHO-ANIAPATHIE CPEJICTBA, MEPBI
3alUTH MHPOPMAIMH JIOJDKHBI OBITh peaM30BaHbl 0 COBPEMEHHBIM DELIEHHAM, 0OOCHOBAHBI
C TOYKH 3PEHMs JOCTHIKEHHS 3a[aHHOTO YPOBHS 3aIUMIIEHHOCTH HHPOPMAIMH U OKOHOMHYECKOH
1eNnecoo0pa3sHOCTH, @ TakK)Ke COOTBETCTBOBATH YCTAHOBJIEHHBIM HOpMaM M TpeOOBaHHAM
110 6e3onmacHOCTH MH(OPMAaLHH.

IIpunnun npogeccuonannima

" Peanmsanusa Mep 3amuTel MHQOpMAlMH M SKCIUTyaTallls CPECTB 3allMThl HHPOPMAIMH
IOJDKHA OCYIIECTRISATECA TPodeCCHOHATBHBIMHU CIICIHATHCTAMH.

[MpuBjieueHHe CrielHaTA3NPOBAHHBIX OPraHu3alyil K pa3paboTKe CPECTB ¥ pealn3aliu Mep
3aIIUTEl HH()OPMAIHH, MOATOTOBICHHBIX K KOHKPETHOMY BHJY JAEATENLHOCTH MO OOECIICUCHHUIO
0e30IacHOCTH HH(MOPMAITHOHHBIX PECYPCOB, HMEIOIMX OIBIT MPAKTHYECKOW PabOThl H JIMLICH3NH
Ha MPaBO OKA3aHHUs YCIYT B 3TOH 00JIaCTH.

HMpusuHn MEHAMH3AIMA TPHBUHIETHH N10/1b30BaTe el

OOGecnieueHne NONIL30BATENEH MPHBAIETASIMH MAHUMAIBHO JOCTATOYHBIMH 7S BBIIOIHEHHS
HMH CBOMX JIOJDKHOCTHBIX 00s13aHHOCTel B OOpa3oBaTeIbHOM yUPEKICHHH.

4 OCHOBHBIE TPEBOBAHHS 1O 3AHIUTE HHOOPMALIUHN
OI'PAHAYEHHOT' O JOCTVYIIA

Cucrema samuThl HHGOpPMAIHMK IOJDKHA ITIPEyCMaTpHBaTh KOMIUIEKC OpraHM3alHOHHEIX,
NPOTPAMMHEIX M IPOrPaAMMHO-AMNINAPATHBEIX CPEJICTB H MEpP 10 3aliuTe HH(GOpMaluu B mpolecce
ee 00paboTKH.

Brmonnenue TpeGOBaHHI JOCTHrAeTCS 33 CUET peanus3aliy Ha o0beKTax MH()OPMATH3ALUH
Mep 1o 3amuTe HHopMaluu:

HICHTH()HKAINK ¥ ayTeHTH(QUKAIMH CyOBEKTOB OCTYNA B O0BEKTOB JOCTYIIA;

YIIPaBIEHHUIO IOCTYIIOM CYOBEKTOB TOCTYNa K 00BheKTaM J0CTyIa;

OTpaHHYEHHIO MPOTPAMMHON CPEJIbI;

3allATE MANTHHHBIX HOCHTENEH MEPCOHANLHEIX JaHHBIX;

perucTpanuu coobITHi De301acHOCTH;

aHTHBUPYCHOH 3aLIUTE;

0OHapyKEeHHIO BTOPKEHHUH;

KOHTPOJIO (aHAIK3Y) 3allUIICHHOCTH [IEPCOHAIBHBIX JaHHBIX,

obecnedennIo HETOCTHOCTH HHPOPMAalMOHHOM CHCTEMBI H TIEPCOHAIBHEIX TAHHEIX;

ofecriedeHHIo JJOCTYITHOCTH IEPCOHAIBHBIX JaHHBIX;

3aIUTHI CPeJibl BUPTYaIU3alllH;

3aIUTh] TEXHUYECKUX CPEJICTB;

3alU Tl KHPOPMAITHOHHON CUCTEMBI, €€ CPEJICTB, CHCTEM CBS3H H IEPEJayuH JIAHHBIX,



BBISIBJICHHUIO WHITHJIEHTOB W pearupoBaHue Ha HUX;

yIOpaBlIeHHI KOHHrypamnueil HWHPOPMAIMOHHOM CHCTEMBI H  CHCTEMBI  3all[HTHI
IIePCOHAIBHBIX JaHHBIX.

O6pazoBatenpHOe yupexaeHue, kak obnajnarens HHOOPMALMU OTPaHHYEHHOrO JIOCTYNA,
IIPY OCYIIECTBICHUH CBOUX IpaB 00s13aHO:

co0moaTh IpaBa ¥ 3aKOHHBIE HHTEPECH] HHBIX JIMI;

IPHHEMATh He0OXOIUMEIE MEPHI 10 3aIuTe HHopMaIuy;

OTpaHHYMBATL JOCTYIl K HH(pOpPMaliK, eciod Takas oO0sf3aHHOCTh YCTaHOBJIECHA
3aKoHOJIaTeNLCTBOM Poccuiickoit @enepaliuu.

B Tom wumcne OOpasopaTenpHOe YyuUpe:kAeHHE, BIIpaBe €CIM HHOE HE MPenyCMOTPEHO
3akoHo/arenbcTBOM Poccuiickoit denepanun:

paspeniaTh WK OrPaHUYMBATh JOCTYI K HH(OPMALIUH, OIIPEENIATh HOPSIOK U YCIOBHS TaKoro
JOCTyIa,;

HCIIOIB30BaTh HH(OPMALIKIO, B TOM YHCIIE PACIPOCTPAHATD €€, 110 CBOEMY YCMOTPEHHIO;

nepenaBaTb MHGOpPMAIMIO APYIMM JIMIIAM Ha YCTAHOBJIEHHOM  3aKOHOJATENbCTBOM
Poccuiickoli Oenepalliy OCHOBaHHUH;

3alUINATh YCTAaHOBJICHHBIMY 3aKoHoMaTenbeTBoM Poccuiickoit ®enepanuu cnocobamu cBOH
IpaBa B Cllydae HE3aKOHHOro IOJNy4YeHHs HMHMOpPMaluM MIH €¢ HE3aKOHHOTO HCIIOJIb30BaHUA
HHBIMH JIHLIAMH;

OCYLIECTBIIATE WHBIC NcHcTBHS ¢ MHGOpPMalMEH MM paspeliaTh OCYIIECTBICHHE TaKHX
JIEHCTBHM, ecnH 9TH JedcTBHUSA He TIpoTHBopedaT denepanbHBIM 3aKOHAM M JIPYTHM
HOPMAaTHBHO-ITpaBoBbIM akTam Poccuiickoi denepartinm.

3ammuta WHQOpPMAIMM  OTPaHMYEHHOr0  JIOCTyIa IpelcTaBisdeT coboi  HpuHATHE
OpPTraHU3allMOHHBIX H TEXHHYECKHX MEp, HAllPaBJICHHBIX Ha!

cobmoaenre KOHGHACHIMATBHOCTH HHMOpMAITHK (MCKIIIOYEHHE HENPaBOMEPHOTO JIOCTYIa,
KOMTUPOBAHHS, MPEIOCTABJICHISI UM PACIPOCTPAHEHH HH(POPMAIIHN);

obecreyeHne MEeTOCTHOCTH HHPopMaluy (UCKITIOYEHHE HENPAaBOMEPHOTO YHUYTOKEHHS
Wi MoauQUIUpPoBaHUsg HHQOpPMAIUN);

peaIn3almIo MpaBa Ha JOCTYN K HHPOopMaluK (MCKIIOUeHHE HEIPABOMEPHOTO OJIOKMPOBAHHS
nHbOopMaIum).

Cpenctea 3amutsl HHGOOPMALIUKM BHEJPSIOTCS 110 Pe3yJibTaTaM HPOBEJIEHUS OLIEHKH PHCKOB
HH(pOPMAIIHOHHOH O6e30IacHOCTH.

Opranuzanus 3amuTh HHGopMaLHH

[Mpu opranusanud B OOpa30BaTeNbHOM YUPEXKICHHH 3aIMUTHl HH(OpPMAIMH, ITOIKHEBI
BBIMOJIHATECS TpeboBanus Dejepanpioro 3akona or 27.07.2006 Ne 149-03 «O6 undopmanuu,
WH(POPMAIMOHHBIX TEXHOJOTHSX M O 3alluTe MHpOpMaIlUHu», KOTOPBE PETyIHPYIOT OTHOLICHMS,
CBSI3aHHBIE C YCTAHOBJICHHEM, M3MEHEHHWEM M IPEKpallleHHeM peKuMa 0OpaboTKM 3aniuinaeMoit
undopmanun. B ToM uucne TpeboBaHMs O 3amuTe HMHQOPMAIMM, HE COCTaBISIOIIEH
rOCYIApCTBEHHYIO TaiHy, CcOAepXalleHcs B TOCYIApCTBEHHBIX HWH(OPMAIMOHHBIX CHCTEMaXx
yreepxkacnnbie npukazoMm @CTIK Poceun ot 11.02.2013 Ne 17 «O6 yrBepiienun tpebGoBanuii o
3amMTe HWHQOpMAlMK, He COCTAaBISIOLICH TOCyJapCTBEHHYIO TaliHy, copepxaineiics B
roCyJapCTBEHHBIX MHGOPMAIIMOHHBIX CHCTEMax» s TOCYNapcTBEHHBIX WH(POPMAIMOHHBIX
cucTeM 1o KoTopeiM O6pa3zoBaTenbHOE yuperxieHue ssiseTcs Oneparopom.

B O6pa3zoBaTenbHOM — YUPEXKICHMHM TIOMHMO peajii3allid  OCHOBHBIX Mep  3allluThI
UH(pOPMAIIUH OCYIIECTBIISACTCS:

perynspHas OICHKa ¥  YIOpaBlieHHe pHcKaMH  HMHGQOpPMalMOHHOH  Ge3zomacHOCTH
B COOTBETCTBHHM C YCTAHOBICHHLIMH IIPOLIEAYPaMH B 00JIaCTH YIIPaBJIEHUs] PUCKAMU;

UHPOPMHUPOBAHHE, obyuenue u IIOBBIIIIEHHE KBaTM(UKALIIH paboTHHKOB
B cepe nHPOpManmOHHOH Oe3011aCHOCTH;

METO/[MYeCKass TOMOLL paboTHHKaM B Bolpocax obecmeueHus HHPOPMAIHOHHOH
Oe3omacHOCTH;

aHaJTH3 ¥ MOMCK BO3MOMKHOCTEH IO MOBBIIIEHHIO YPOBHS 3alUIIEHHOCTH HH)OPMALIH.
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Jlns opranm3anuy 3anuThl HHGopMaru OOpa3oBaTellbHOE YUpeikKJAeHHE BIIpaBe MPHMEHATh
CpelCTBAa W METOIBI TEXHMYECKOH 3allMThl, NPEJNPHHHUMAaTL IPYTHE, HE INPOTHBOpEvallye
3akoHoIateNnbeTBY Poccuiickoit @enepanun, MephL.

B paMkax obecriedeHns 3alUTH HHGOPMAIHH, B pAMKax TPY/JOBBIX OTHOLIEHUH HEOOX0MMO
03HAKOMHTb TI0J] POCTIHCH PAOOTHHKOB, AOCTYN KOTOPBIX K HH(OPMALMH OIPAHHYEHHOIO J0CTYNa,
HeOOXO0/(MM JIIsi BBITOJTHEHHS MMH CBOHMX TOJDKHOCTHBIX 00sI3aHHOCTEH, ¢ IepeyHeM MH(pOpMaluu
OTPaHHYEHHOTO JIOCTyNa, ¥ TPHHATHIMH B (OOpa3oBaTeNbHOE YUPEKACHHE MEpPaMH 3alUTHI
HHPOPMALIUH.

OcoOeHHOCTH 3aNHTHI NEPCOHAIBHBIX JAHHBIX

ITpu oprasmzanuu obpabotku B OOpa3oBaTENbHOM YUPEXKIECHHH INEPCOHANBHBIX IaHHBIX
HEeoOX0IUMO PYKOBOJCTBOBaThCs Tpebopanusmu @enepanbHoro 3akona ot 27.07.2006 Ne 152-03
«O mepcoHaNbHBIX TaHHBIX ).

IlepeueHs Mep, BEBINONHEHUE KOTOPHIX obecneunsaer (OOpa3oBaTENbHOE YYPEKACHHE B
Ka4yecTBe oIepaTopa NepcoHaNbHbIX JaHHBIX, JODKEH BKIIFOUATh:

Ha3HAYEHHEe OTBETCTBEHHOTO 3a OpraHu3anyio 00paboTKu MEePCOHANBHBIX JAHHBIX;

pa3paboTKy JIOKYMEHTOB, ONPEACIIOMNX IPaBUla B OTHOIIEHUH 00pabOTKU NEePCOHAIBHBIX
JIAHHBIX, JJOKAIBHBIX aKTOB 10 BONpocaM 00paboTKH NepcoOHATBHBIX JaHHBIX;

IPUMEHEHHE OPraHM3alMOHHBIX W TEXHUYECKHX MeEp Mo obecneueHHIo 0Oe30IacHOCTH
TIEPCOHAIBHBIX JIAHHBIX B COOTBETCTBHU coO cTarbeidl 19 @epepanpHoro 3akona ot 27.07.20006
No 152-@3 «O nepcoHaNbHBIX JAHHBIX Y,

BEHIITOJIHEHHE TPeOOBaHHIT 110 COCTaBY M COJCPIKAHUIO OPTaHU3ANHOHHBIX H TEXHHYECKUX MEp
1o obecrneueHn0 6E30MacHOCTH TMEPCOHANIBHBIX JAHHBIX IPH UX 00paboTke B MH(OPMAIIHOHHBIX
CHCTEMaX TEepPCOHATBHBIX JaHHBIX yTBepKJIEHHBIX [Ipukazom @CTIK Poceun ot 18.02.2013 Ne 21
«O0 yTBep)KACHHH COCTaBa M COJCPKAHWS OPraHU3alMOHHBIX M TEXHHYECKHX MeEp 110
obecneyennio 06€30MaCHOCTH TEPCOHATBHBIX JAHHBIX NpH HX 00paboTke B HMHPOPMAIMOHHBIX
CHCTeMaX MepPCOHANBHBIX JaHHBIX »;

OIlEHKY Bpe/ia, KOTOPBIH MOXKeT OBITh IPUYMHEH CYOBEKTaM IEPCOHANBHBIX JIAHHBIX
B ciayuae Hapymenus DexpepansHoro 3akoHa Ne 152-D3, cooTHOLIEHHME YKa3aHHOTO Bpena
¥ TPHHUMAEMBIX OIEepaTopoM MEp, HalpaBJIEHHBIX Ha obecrieyeHHe BBIMOJIHEHMs 0OS3aHHOCTEH,
npeaycMoTpeHHbIX PenepanbubiM 3akoHoM Ne 152-D3;

03HaKOMJIeHHe pabOTHUKOB, HEIOCPEACTBEHHO OCYLIECTBISIONMX 00pabOTKY IIepCOHaNBHBIX
JAaHHBIX, C TIOJIOKECHUIMU 3aKOHOJATENbCTBA Poccuiickoii @enepanuu
0 TEPCOHABHBIX JIAHHBIX, B TOM uHcle TpeOOBaHMAMH K 3allUTEe NEPCOHANBHBIX NAHHBIX,
IOKYMEHTAMH, ONPEJEIISIONUMHA TpeOOBaHHI B OTHOLIEHHH 00pabOTKM IEPCOHANBHBIX NAHHBIX H
oby4enne, Ipu HEOOXOUMOCTH, YKa3aHHBIX PaOOTHHKOB.

Obecnieuenne 0e30MacHOCTH MEPCOHATBHBIX JAaHHBIX JIOCTUTAETCS, B YaCTHOCTH:

ompemeieHieM  yrpo3 W Hapymmrened  0e30macHOCTH — IEPCOHANBHBIX  JTAHHBIX
pu ux 00paboTke B MHPOPMAITHOHHBIX CHCTEMAX NMEPCOHANBLHBIX JaHHbIX,

OonpeacieHuCM YPOBHA 3aHIICHHOCTH NEPCOHAIBHBIX JaHHBIX B COOTBETCTBHH
¢ tpeboBanusamu [Toctanopnenns [IparurenscTBa Poccutickoii @enepauuu or 01.11.2012 Ne 1119
«O6 yrBepxmeHMH TpeOOBaHMN K 3alMTe MEPCOHANBHBIX JIAHHBIX IpH HX 00paboTke
B MH(GOPMAIIMOHHBIX CHCTEMAaX NEPCOHANIBHBIX JIAHHBIX ),

INPpUMCHCHHCM MpoImEAINTHX B YCTAHOBJICHHOM IIOPDAJIKE nponeaypy OLNCHKH COOTBETCTBHA
CPEJICTB 3aIIMTHI HHPOPMAIIHH;

orneHKo# 3()(eKTHBHOCTH PUHUMAEMBIX MEpP 10 3alllUTE NEPCOHANIBHBIX JIAHHBIX JI0 BBOjA
B OKCILIyATAIHIO HHPOPMAIMOHHO CHCTEeMb] IEPCOHANBHBIX JaHHBIX;

BOCCTAHOBJIEHHEM TI€PCOHATLHBIX NAHHBIX, BCIEACTBHE MOTYUEHHs HECAHKIHMOHHPOBAHHOIO
JIOCTYTIa K HUM;

YCTAHOBICHHEM TIpaBWwil JIOCTYNa K IEPCOHANBbHBIM JaHHBIM, 00pabaThIBacMBIM
B HMHOOPMAIMOHHBIX CHCTEMax [EePCOHAIBHBIX JAHHBIX, a Talkke ODECIIEUCHHEM pETHCTpallUH
W yueTa Beex JIeHCTBHI, COBEPIMIAEMEIX C IEPCOHAJILHBIMHI JJaHHBIMU B HH(OPMAIMOHHBIX CHCTEMAX
MEPCOHATBHBIX TAHHBIX,
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KOHTPOJIEM 3a IpUHUMaEeMbIMH MEPAMH 110 3allIUTE MMEPCOHAIBHBIX JAaHHBIX H OIPEOCICHHOIO
YPOBHA 3alllMIICHHOCTH HH(I)OpMaI_[HOHHBIX CUCTEMAX TEPCOHAIBHEBIX MHOaHHBIX B IIpOLeCcCe
€€ JKCILTyaTalry.

5 OCHOBHBIE TPEBOBAHHA K ITPOHECCAM OBECITEYEHW
HHOPOPMAIIMOHHOH BE3OINACHOCTH

MeTtoauueckoe pyKOBOJCTBO, pa3paboTKy pellieHHH 1o 3aimuTe HHGOpPMAaIliH, COrIacOBaHHue
BBIOOpa CPEICTB BLIYMCIHTENBHOH TEXHHKH, IIPOTPAMMHBIX M IPOrpaMMHO-alapaTHBIX CPEACTB
3alUTHl MHPOPMAIMH, OpraHu3aluio padoT MO BBIABICHHIO BO3MOMKHOCTEH W NPENyHpexIAEHHIO
YT€YKH M CBOHCTB 3all[MIaeMOi WHQOpMAIMK, aTTecTalldild O0O0BEKTOB HH(pOPMATH3ALUH
OCYHIECTRJISIIOT ~ pa0OTHHMKM, Ha3HAyeHHble TMpHKa3oM  pykoBomutens (OOpa3oBaTebLHOrO
YUPEKIEHUSI.

POu3znyeckas 06e30MACHOCTH

[IpuHaTeie OpraHM3allHOHHBIE W TEXHWYECKHWE MEphl [0  3allldTe  ITOMEIICHHH
OOpa3oBaTenbHOTO  YYpPEKIECHHSA, CEPBEPHOIO M KOMMYTaI[HOHHOTO  000OpymoBamms,
aBTOMATH3UPOBAaHHBIX  paboumx MeCT  IoJib30BaTesied  MH(OPMALMOHHBIX CHCTEM
O6pa3zoBaTebHOTO yupexieH!s! 00eCIeunBaoT peallH3alMIo CIESAYIOIUX Mep I10:

pasrpaHUyYEHHIO 10CTYyNa paDOTHUKOB B IIOMEIIEHHS B COOTBETCTBHU C X TIOJTHOMOYHSIMH U
JIOJDKHOCTHBIMH 00A3aHHOCTAMH;

perucrpaid ¢akToB Bxojia padOTHMKOB B IOMEIICHHs B KOTOPBIX BeaeTcs oOpaboTka
NEPCOHAJIBHBIX JaHHBIX,

KOHTPOJIUPYEMOMY IpeOBIBAHHIO IOCTOPOHHUX JHI[ B IIOMEIIEHHS, B KOTOPBIX BEIETCS
obpaborka wuHpOpMAUMKM OIPAHHYEHHOTO JOCTYIa M pa3MeNIeHbl alllapaTHble CpejcTBa
uH(}OpMaIHOHHOM CHCTEMBI;

OpraHH3anyy pexuMa KOHTPOIHPYEMOTo BHOCA/BLIHOCA CPE/ICTB 00padOTKH HHPOPMAIIHH.

ITomemenuss OOpa30BaTENBHOIO YUPEIKACHHSA JOJKHBI OBITH 00OPY/I0BaHBI JAETEKTOpAMH
OTHS ¥ JIbIMa, OTHETYIIUTENIIMH, CHCTEMaMH KOHJIMIIMOHHPOBAHUS BO3/1yXa, CPEJICTBAMH OXpaHHO-
MOYKaPHOW CHTHAJIM3AIMH. ‘

OCHOBHOE CcepBepHOE W KOMMYTAIHOHHOE O0OpYIOBaHHE JOJDKHO OBITH 3allHINEHO OT
nepeboeB B Iofaue DIEKTPOIHEPTHH IyTEM IOAKIIOYEHHS K JJIEKTPOCETH C TPHMEHEHHEM
HCTOYHHKOB OecrepeOOMHOT0 THTaHHA M PE3EPBHOTO  JM3ENb-TeHeparopa. VCTOYHHKH
OecnepeboiiHoro nuTaHusi HEOOXOAUMO PETYJIIPHO TECTHPOBATH M MPOBEPSATH YIIOJHOMOYEHHEIM
paborHrkam OOpazoBaTeIbHOTO YUPEKACHHS B COOTBETCTBHH ¢ PEKOMEHAAUSIMHE IIPOH3BOTHTE]IS.

[TopraTHBHBIE TEXHHYECKHE CpeJCTBA HE JIOJDKHBI  OCTaBaThCs 33  TIPEACIaMu
KOHTPOJIHpYeMOH 30HBI O0pa3oBaTeNbHOro yupexaeHus 0e3 KOHTPOIS CO CTOPOHBI pabOTHHKOB
O06pazoBaTENBHOTO YUPEKIACHUS.

BesonacHocTs Ha paboyeM MecTe

3ampermaercsl BeCTH 3alMCh Maposiedl B OTKPLITOM BHJE Ha MaTCPHATBHBIX HOCHTE,
3a HCKJIFOYEHHEM CIIy4aeB, PErVIaMEHTHPOBAHHBIX METOJ0OB XPaHEHHUS.

JIOKyMEHTBl W HOCHTENM ¢ HMH(QOpMalMeld OrpaHHYeHHOIro MOCTYIA JOJDKHBI yOHpaThes
B oOmedarsiBaeMble MecTa (ceH¢rl, wxkadsl u T.0L.), TOpH yxXome ¢ pabouyero Mecra.
Ha aBToMaTu3upoBanHOM pabouem Mmecte [lonb3oBarens pabodas ceccus MOMKHA ObIThH IpepBaHa,
paboumii cron 3abnokupoBaH. Bxon monp3oBaTens B CHCTEMY HE JIOJDKEH BBITIOJIHATHCS
ABTOMAaTHYECKH.

JIoKyMeHTBI, cojepxkalnye HHQOPMAIMIO OrPaHHYEHHOTO JIOCTYIA, JIOJDKHBI  Cpasy
M3bIMATBCH M3 Me4aTaloIuX YCTpoHcTB. [l yTwiM3anMu KOH(HMIEHIHMAIBHBIX JTOKYMEHTOB,
JOJDKHBI  HCIIOJNB30BaThCAd YHHUTOXHTEIH ITOKYMEHTOB HE HHXKE 4 YPOBHA IIO CTaHI[apTy
0e301MacHOCTH, IPUMEHSEMOMY K YHHUYTOKHUTENISIM JOKYMEHTOR.

IIpy HcmoNB30BaHHMM MOOMJIBHBIX TEXHHYECKHX CPEICTB HEOOXOOMMO  COOIIONATH
JIOMOJTHUTEBHEIE MEpPBl 1O PErJIaMEHTAIlHH M KOHTPOJIK HCIOIL30BaHHS B HH(DOPMALHOHHOM
cucreMe MOOMITBHBIX TEXHUUECKUX CPEICTB.
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HaxoxxmeHue TnpencTaBUTeNel FOPWIMYECKHX JIMII B paMKax HMCIOJIHEHHS JIOTOBOPHEIX
00s13aTENILCTB B TOMEIIEHUAX B KOTOPBIX Benercs 00paborka MHMOpPMALMH OrPaHHYEHHOTO
moctyma HHGOPMAIMOHHOW CHCTEMBI, BO3MOXHO TOJNBKO B CONPOBOMNAECHHH pabOTHHKA
O06pa30BaTEeNBHOTO YUPEKICHHSI, JOMYIIEHHOr0 J1o 00paboTku Takol HH(OpMallUK.

Pasmelnenne TeXHHUECKHUX CPEICTB BBIBOIA HH(POPMALIMH B NToMeleHussx OOpa3oBaTensHOTOo
yUpexAeHUusT NPOM3BOMUTCS € YUETOM MCKIIOUEHHMs BO3MOXKHOCTHM BH3YalIbHOIO IIPOCMOTpA
WH()OpPMALIHH TIOCTOPOHHUMH JHIAMH M pabOTHMKAMH, HE JONMYIIEHHBIM K paboTe ¢ JaHHOM
uHdopmanueii.

Texuudeckue cpeicTBa AOMKHBI pa3MeMaTbCs M XPAaHUTHCS TakuM 00pa3oM, YTOOBI
COKPATHTh BO3MOMCHBIH PUCK TIOBPEXKACHUS U YTPO3bl HECAHKIIMOHHPOBAHHOTO JIOCTYTIA.

TexHuueckoe 00cay;KUBaHHE 000PY/I0BAHHSA

Texuuueckue cpepcrra OOpa30BaTENBHOTO YUPEIKACHHS JOJKHBI TPOXOANUTH HA PETYJIAPHOM
OCHOBE CEPBHUCHOE OOCHYXKMBAHHE B COOTBETCTBHH € PEKOMEHJALMSIMH IIPOU3BOJIMTENEH
obopymoBaHus.

Pemonr u cepBucHoe oOcnyxuBaHHE 000pYIOBaHHMS MOIDKHBI BBIIOJHATBCS TOJIBKO
KBTH(QHUIIMPOBAHHBIMY CIICIIMATHCTAMH.

Texuuveckoe o00cCny)XMBaHHE OOOPYAOBaHMS CTOPOHHHMH OpraHM3alUsIMH HE JOJDKHO
IIPUBOMTH K PHCKY HApYIIIEHHs KOH(HISHHATBHOCTH 3alluinaemMoil nHdopmary.

B3aumoneiicTBre ¢ TpeTbHMH JTHIIAMHU

B nensix obecrievenus nadopMannonnoi 6esomacnoct O0pazoBarenbHoe YUpEKICHHE MTPH
B3aHMOJIEHCTBAN C TPETEUMH JIHI[AMH JIOJDKHO BBITIOJIHATE CIEAYIOMNE MEPOIIPUATHS T10:

3aKJIIOYEHMIO  COTJIANIEHHsT O HepasrjaleHdd WHPOpPMAalMH OrpaHMYeHHOTo JIOCTYyIa
IIOJYUYEHHOM B X0JIe HCIIOJHEHHS JOTOBOPHBIX 00sI3aTENILCTR;

OCYITIECTBIICHHIO KOHTPOJIL 3a JICHCTBUSIMHM IIPEACTaBHTENEH KOHTPAareHTOB B IIpenenax
KOHTpOJIMpyeMoif 30HBI OOpa30BaTeIbHOTO YUPEKIACHHUS.

VnpagJjieHune sH3HEHHBIM IUKJIOM HH(OPMALHOHHBIX CHCTEM

MepornpusiTis B Ipoliecce XXHU3HEHHOT0 I1KIa HHpOpMalnoHHbIX ciucTeM OOpa3oBaTensHOTO
yupexjieHus JIOJDKHBI OBITh HalpaBlIeHbl Ha ofecneueHHe 3allUTHl MHGOpPMAIUK IpPH BBOJE B
I[Ef"ICTBHe, SKCILIyaTaluH, COIIPOBOMACHHH H MOJICPHU3AIlHH, BEIBOJIA U3 DKCIINTyaTaliH.

OcHoBanweM TpH pa3paboTke HH(POPMAIMOHHBIX CHCTEM JIOJDKHBI SIBJISITHCS PELICHUS
MPUHATBIE HA cTagud (GopMHpoBaHMs TpeOoBaHHH, cozaepxainyue TpebOoBaHMS B TOM UHCIE
10 CHCTEME 3alUThl HH(OopMAaLHH.

JIroboe manupyeMoe K BHEAPSHUIO H3MeHeHHe HH(POpMAITMOHHOM CHCTEMBI IPEABAPUTEIIHHO
JIOJDKHO  OBITh  MPOAHAM3MPOBAHO HAa  COBMECTHMOCTL M OTCYTCTBHE  HapylIeHHH
paboTOCIOCOOHOCTH CHCTEMHBIX KOMIIOHEHTOB B TOM YHCJIE CPEACTB 3alIMTH HHpOpMAIHH.

Pabotel mo MojepHM3aniu WHOOPMAIIMOHHOW CHUCTEMBI, B TOM YHCJE [0 YCTaHOBKE
MIpOrpaMMHOro odecrneueHus H 0OHOBIIEHHH, JIOJDKHBI ITPOBOJIMTHCS B Hepabouee BpeMs HIIH BpeMs
HauMeHbIeH pabouel HArpy3Ky.

Ilpy BEIBOZE W3 DOKCIUTyaTalMd HHGOPMALMOHHBIX CHCTEM JOJDKHO oDecreunBaThes
rapaHTUPOBaHHOE yraneHue odpabaTeiBaeMoil 1 XpaHUMO# B HUX HH(OPMALHH € HCTIOJIB30BAHHEM
CPEJICTB TAPAaHTHPOBAHHOI'O YHHYTOMXEHHMsS MH(OPMAlMU WM 1yTeM (U3HYECKOTO YHUYTOKEHUS
Hocuteneit nndopmaruu.

Bee mporenypel obecneueHus 3alMThl HHGOpMalMHK, ycraHoBleHHble B O0pazoBaTenbHOM
VUPEKJICHHH B  OTHOIICHHH HMH(OPMAIMOHHBIX  CHUCTEM, JIOJDKHBI ~ BBIIOJNHATBCS U
KOHTPOJIHPOBATHCS OTBETCTBCHHBIMH JIMIIAMH 32 OPTaHU3aLKI0 paboT Mo 3amuTe HHPOPMAaIHH.

KonTpoab noctyna k HHGpoOpMaIHMOHHLIM CHCTEMAM

Bee paborauxku  OOpa3oBaTeNLbHOTO — yUpeXKIEHHS, JONyLIeHHBle K  pabore ¢
UH(QOPMAIIMOHHBIMH  CHCTEMaMH HeCyT IIEPCOHAIBHYIO OTBETCTBEHHOCTb 3a HapYIIEHHUS
YCTaHOBIIEHHOT0 NOpsi/ika 00paboTku MH(OpMaKK.

VYpoBeHb MOJHOMOuHMIT ToJB30BaTeNss B HH(popMamuoHHOH cucteMe OO6pa3oBarTelbHOIO
yUpeIICHUs IOJDKEH OIIPEETAThCS B COOTBETCTBHH € €r0 I0DKHOCTHBIMU 0043aHHOCTAMH.
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Hoctyn mosp3oBateneil kK uHGoOpMaMoHHBIM cucTeMaM (OOpa30BaTENBHOTO YUpPEKICHHS
JIOJKEH KOHTPOJIHPOBATHCS aJIMHHECTPATOPOM HH(OPMAIIHOHHOH CHCTEMBIL.

OcylecTBIIEHHE PErYJIAPHOTO KOHTPOJIS BBINOJHEHHS OpraHU3allMOHHO-PacIOPsIUTEIbHBIX
JIOKYMEHTOB, KacaroIIHUXCs perjjaMeHTaIliu Jonycka paboTHHKOB OOpa30BaTeNbHOTO YUpPEXK/IeHHs
K HH(POPMAITHOHHBIM CHCTEMAaM.

NpenTuduxanus u ayTeHTHOHKAIHS

Jloctyn monb3oBaTeneil K MHGOPMALMOHHBEIM CHCTEMaM JOJGKEH ITPENOCTABISTHCS TONBKO
MOCIIE YCIIEMHOTO 3aBepIeHUs HISHTH(DHKAIMH, ay TeHTH(HKALIIH.

[lonyuenwe monp3oBaTeIEM HMEHH B HMH(DOPMALMOHHOH CHCTEME M I1apoJisi, KOTOpPHIE
obecreynBaioT JOCTYN K MHGOPMAIIMOHHON CHCTEME, NOJDKHO OCYIIECTBIIATHES 110 IIPECTABICHHIO
PYKOBOIMTENSI CTPYKTYPHOTO MTOAPA3AECIICHH.

Ynpasienue J0CTYIIOM

B O6pa3oBaTelpHOM YYPEXKJIEHHH JIOJDKHO OCYLIECTBIATHCS YIPABICHHE HOCTYIOM K
WH(OPMAITHOHHOH CHCTEME IOCPEJCTBOM PEANH3allii HEOOXOIMMBIX METOJIOB, THIIOB M IIPABHII
pasrpaHHYeHHs JIOCTYIa TIIONB30BaTeNsIM  HMHGpOpManuMoHHOH cucrembl  OOpasoBaTenbHOIO
yupexjieHusi. B ToM umcie obecredeH 3alIMINEHHBIA yIAJEHHBIH JOCTYI CYOBEKTOB JOCTyHa K
o0OBeKTaM JIoCcTyIa Yepe3 BHeITHHE HHHOPMALlHOHHO-TENEKOMMYHHUKALIMOHHBIE CETH.

be3zonacHocTh npu pabdorTe ¢ HOcHTEAAMH HHBOpMALHA

Paborauku OO0pa3zoBaTENBHOTO YUPEKIAEHHs JOJDKHBI HCIOJIB30BATH TOJIBKO YYTEHHBIE
ChEMHBIE MAIMHHBIC HOCHTENH WHGOpPMAamMH Ui BBIIOJHEHUS CBOMX JIOJDKHOCTHBIX
obs3anHocTel.  Mcmonmp3oBaHWe — CHEMHBIX — MAImIMHHBIX — HocHTened — mHGopmarmm B
OG6pa3oBaTeIFHOM YUPEXK/IEHUH B MHBIX LIEJIAX CTPOTO 3alpeIIeHO.

CnbeMHBbIE MalllMHHBIE HOCHTEH HHPOPMAIHH JOJDKHEI XpaHUTCS B OTI€YaTBIBAEMBIX 1IKadax,
B IIOMEIIEHHAX B KOTOPBIX MpeaycMoTpeHa 00paborka nHGpOpMaLUN OrpaHHUCHHOTO JOCTYIIA.

B cnyuae Kpajku MM MOTEPH ChEMHOTO MAIMHHOTO HOCUTENs MH(pOpPMaINH, a TaKkkKe WHbIX
WHIIHJCHTOB, KOTOPBIE MOTYT IPHUBECTH K HapyIIEHHIO CBOHCTB HMH(MOPMAlMM OrpPaHHYEHHOI'O
JIOCTYTIA, JOJDKHBI IPOBOJUTECS MEPOIPHUSITUS [0 PACCIENOBAHMIO TAKHX HHIHJIEHTOB.

ITpu BBIBOJIE M3 DKCIUTyaTalld CHEMHOTO MALIMHHOTO HOCHTENS WH(OpMalMy, Bce TaHHBIE,
XPaHSIHECs] HA HEM, JOJDKHEI OBITH y/alleHBI OIpefieNleHHOl KoMUccHel U3 uucia pabOTHHUKOB,
Cpe/ICTBOM I'apaHTHPOBAHHOTO YHHUTOXKEHHS HHDOPMAIIHH.

daktT yHHYTOXKEHUS HWH(MOpPMAIMM HA CHEMHOM MalIMHHOM HOCHTENEe HMH(pOPMALHK
¢ukcupyercs B akTe 00 YHUUYTOXKEHMM HHGOOPMAlUH €O CHEMHOTO MANIMHHOTO HOCUTENA
HH(pOpMAITHH.

PerucTpanus codbITHi

B OGpasoBarensHOM YYpe)KOCHWH JOIDKHA OCYIIECTBIATHCS PETHCTpAlMK  COOLITHH
0e30IacHOCTH Ha BCeX KOMITOHEeHTax MH(OpMalHoHHBIX cucTeM OOpa3oBaTeNbHOTO YUpeikICHNUS,
B KOTOPEIX 00pabaThiBaeTcs 3amuinaeMas HHpopmalus.

AHTHBHPYCHAS 3aIllTa

B menax oOHapyeHHsT M YCTpaHEHMsI BpPeJOHOCHBIX nporpaMm B OO0pasoBarenbHOM
YUPENAEHUH JIOJDKHBI HCTIONIB30BAThCs CPEICTBA AaHTUBUPYCHOH 3a1MThl HHYOPMAIIUH.

OO6s3aTeNbHOMY KOHTPOJIIO CPEJICTBOM aHTHUBHPYCHON 3aummTel HH(pOpMalMy JoKHA
nomnexars Jnobad wuH(opmaius (TekcroBble (ailinpl mMoOBX ¢dopmaro, Qaiinel JAHHBIX,
ycnonugeMele Gaiinpl), HojaydaeMas M IepejiaBaemas 0 JIOKJIBHOM BBYHUCIHTENLHOM CeTH
B TOM YHCIE M CeTAM OOILIEro MOJNb30BaHUS, a Taikoke MH(OpPMaUMs, XpaHHMas Ha CheMHBIX
MAIlIMHHBIX HOCUTEIIX HH(OpMAaIHH.

IMpn ycraHoBKe TpPOrpaMMHOrO oOecreueHus MJIM €ro OOHOBIEHHMS Ha CEBEPHOE
obopy/ioBaHie JODKHA aBTOMATHYECKH BBINONHATBHCA IPEJBAPHUTENBHAS NPOBEPKA JAHHOTO
IIporpaMMHOro odecrnedyeHns Ha OTCYTCTBHE BPEIOHOCHOTO IIPOrPaMMHOI0 00eCIeYeH .

O6HoBneHne 6a3 CHIHATYP VIS CPEICTBA aHTHBUPYCHOH 3alllMThl MHQOPMAIMH JOJIKHBI
OOHOBISATHCS €XKETHEBHO.
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ITonb3oBarenu Oe3 IIpaB aJMUHHCTpaTOpa HH)OPMAIHOHHOM CHCTEMBI
O0pa3oBaTeNbHOTO YUPEKJICHHS HE JOIKHBI HMMETh BO3MOXHOCTH IOJIYYEHHs JOCTyna K
KOH(HUTYypaIlii aHTHBHPYCHOT'O CPEACTBA 3ALUTHI HIIH €10 OTKIFOUEHHSI.

KoHTpo/1b 3a1MIeHHOCTH NePCOHAIBHBIX JAHHBIX

B mensx MCKIHOYEHHs SKCIUIyaTallUd yS3BHMOCTEH IPOrpaMMHOIO 00ECHEYEHHs JIOJKHBI
IpoOBOMUTCS PabOTHl 110 BBIIBICHUIO, AaHANM3Y YSI3BHMOCTEH MH(OPMALMOHHOH CHCTEMBI
U OICPAaTHBHOE YCTPAaHEHHE BHOBB BBIABICHHBIX yaA3BHMOcTeH. B Tom wmcie opranusanms
KOHTPOJISI YCTAHOBKM OOHOBJIEHUS IIPOrPaMMHOrO OOECIeYeHHs BKJIKOYas CPEACTB 3alUMTE]
uH(popMayH.

HenoJb3oBanue NPorpaMMHOro odecrneveHns

Beibop mporpaMMHOro obecredeHHs U1 HPOM3BOACTBEHHBIX HyX7A (OOpasoBaTelbHOrO
YUPEKIEH s JIOJDKEH MTPOM3BOJUTECA B HMPHOPHTETE K OTEYECTBEHHOMY, BHECEHHOTO B EjuHbIHA
peecTp POCCHHCKHX MPOrpamMM JUIS JJICKTPOHHBIX BBIYHCIMTENBHBIX MamMH ¥ 0a3 naHHbX. B
ciyuae OTCYTCTBUS aHaiora B EJMHOM peecTpe POCCHHCKHMX NPOTpaMM JUIS 3JIEKTPOHHBIX
BLIUMCIIHTENbHBIX MAIIHH M 0a3 JIaHHBIX JIONYCKaeTCs HCIIONb30BaTh MPOrpaMMHOro odecrneyeHne
HUMITOPTHOTO TIPOU3BOCTBA.

HenonbzoBanue cpeacTs Kpunrorpaduyeckoi 3amuTel HH(popmManmm

Ob6ecneyenye 3aUMUTL MHOOPMAIIHH OIPAHHYEHHOTO JIOCTYNa OT PAcKPHITHS, MOJH(UKALUK
¥ HaBsA3bIBaHHA (BBOZA JIOXKHOM wuH(OpMAlMU) IpH ee Iiepeaade (IOATOTOBKE K Iepenaue)
N0 KaHalaM CBs3M, HMEIOLIMM BBIXOJ 3a Mpejelibl KOHTPONHPYEeMOH 30HBI obecrieunBaeTcs
NPHMEHEHHEM CPEICTB KPUITOTPadHUUECKOi 3aIuThl HH()OpMAIIHH.

[Ipuobperenue CpeAcTB KpHnTOrpaduyeckol 3amuThl HHQOPMAIHMH OCYLIECTBISETCS Ha
OCHOBAaHHH JIOTOBOPOB M KOHTPAKTOB C NHIAMH HMEIOIMUMHK aAelcTByronyio nunensuio OChb
Poccun Ha ocyliecTBiieHHE JeATENLHOCTH IO pa3paboTKe, NPOM3BOJCTBY, PACHPOCTPAHEHHIO
IH(POBATBEHBIX (kpunTorpagpuuecKux) CPEICTB, HHPOPMAITHOHHBIX CUCTEM
U TCICKOMMYHMKAI[MOHHBIX CHCTEM, 3alIHINICHHBIX C HCHONB30BAaHHEM INH(POBAIBHBIX
(kpunTorpagUuecKux) CpeJICTB, BBIIOJIHEHUIO PabOT, OKa3aHHIO yCIyr B 0071acTH IMM(ppOBaHHs
uH(OPMALINH, TEXHHYECKOMY OOCIY)XHBAHHUIO LIH(POBANLHEIX (KPHITOrpapUUECKHX) CPEICTB,
HH(l)OpMaLII/IOHHBIX CHCTEM H TCICKOMMYHHKAIMUOHHLBIX CHCTCM, 3AINHINCHHBIX C HCIIOJIB30BaHHCM
i poBanbHEIX (KpUnTorpaduyeckux) cpeAcTB (3a HCKIIOUEHHEM Cllydas, €CJIH TEXHHYECKOe
obciyxuBaHue ITHPPOBAIBHBIX (KpUOTOrpaduyuecKux) CpeacTB, HH(OPMALMOHHBIX CHCTEM
U TEJCKOMMYHHMKAIIMOHHBIX CHCTEM, 3alIHIICHHLIX C HCIOJb30BaHHEM LIH(POBATIBLHBIX
(kpunrorpaduyecKux) CpPEACTB, OCYIIECTBIAETCS M1 O0ECIEYeHHs COOCTBEHHBIX —HYXK[
IOPH/IHYECKOTO JTHIA WIIA HHAUBHAYAIBHOTO IIPEANPUHUMATENS).

B nensx opranuzanuid u oOecHeueHHH Nepejadd HHQOPMAalMM IO KaHalaM CBA3M
C HCIOJIL30BAHMEM CPEACTB KpumTorpaduueckol 3ammTbl HHOOPMAIMH, a TaKKe BBINOJTHEHH
nuneH3nonHbX Tpebopannii @®Ch Poccun B O6pa3oBarelbHOM YUPEKICHHH JIOJDKEH OBITh CO3/1aH
oprad KpunTorpagpu4eckoi 3aimrel.

[TopransHble pemennss OOpa3oBaTENBPHOTO YUPEXKAECHHS C BO3MOXKHOCTBIO JIOCTYNA C CeTel
OOIIEr0 MONB30BAHMS JOJDKHBI B IIPHOPUTETE pa3pabaThIBaTbCs C OpraHU3alMEH 3allMLICHHOIO
KaHaja rocpejicteoM npotokona TLS ¢ moaaepxkoit anropurtmor 'OCT 34.10.

Hcenoan3o0BaHue 3J1EKTPOHHOH NOYTLI

DIIeKTpOHHAs T0YTa JOJXKHA HCIONb30BaThCd B OOpa3oBaTe/IbHOM YUYPEKIEHUH C LENBIO
opranusanui 00MeHa 3IEeKTPOHHBIMH COOOIIEHHAMH MeEXIy pabOoTHHKaMH H CyObeKTamu
nHpOpMaHoHHOH 0e30NacHOCTH.

IIpu HCTIONB30BAHMH 3IEKTPOHHOM 110YThI 3AMPEIIACTC:

o6Men undopManrel s ciy)ebHOro moNb30BaHus, a Takke HHdopManuell orpaHUIEHHOTO
JIOCTYTIa;

MpeI0CTaBICHUE JOCTYTA K IEKTPOHHOM 1oYTe ¢ MCIONB30BAHNEM NAHHLIX CBOEH YyYETHOI
3aIMCH TPETHUM JIMLIAM;
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myOJIMKaIUsl CBOETO Cy:KeDHOTo azapeca 3JEKTPOHHOH IOYTHI B 3JEKTPOHHLIX Karauorax,
Ha TIOMCKOBLIX MallMHAaX M JApYrux pecypcax cetd HHTepHeT B 1endX, He CBA3AHHBIX C
HCIIOJTHEHHEM CBOMX JOJDKHOCTHBIX 0053aHHOCTEH;

[IOJIIHCKA T10 JJICKTPOHHOM MOYTE Ha pa3NHuHbIe peKIaMHbIE MaTepHalbl, THCThl PACCHUIKH,
SNIEKTPOHHBIC JKypHANBl ¥ T.O., HE CBI3aHHLIC C BEIIONHEHHEM IIOJIL30BATENIEM JOKHOCTHBIX
o0g3aHHOCTEI;

OTKpBITHE (3allycK Ha BbINOJNHEHWE) (ailyioB, MOJYYEHHBIX [0 3MEKTPOHHOH IouTe
WIM u3 pecypcoB cetd Mutepuer, 0e3 mpenBapHTEeNbHOM NPOBEPKM KX AHTHBHPYCHBIM
MporpaMMHBIM 0DecriedeHHEM.

PaGora B cersax o01ero noJiL30BaHHA

OOpa3zoBarenbHOE yUpexIeHHe OCTaBIIET 34 cOOOH IpaBo OJIOKHPOBATh WIIM OTPAHHYHBATH
nocTyn pabOTHHKAM K CETSM CBS3HM OOINEro MoJib30BaHMs, B TOM uMcie cetd MuTepwer,
coJiepKaHie KOTOPBIX HEe HMeeT OTHOIIEHUS K UCIIOMHEHHIO TODKHOCTHRIX 00S3aHHOCTEH, a TaKkKe
K uHQOPMAIMOHHEIM pecypcaM, CcoJepKaHHe M HalpaBlIeHHOCThL KOTOPBIX  3alperieHbl
3aKoHOAaTeNnscTBOM Poccuiickoit deneparyy.

Uupopmanus o  nocemaembelx  paboTHukamu  OOpa3oBareslbHOTO  YUpPEXKJIECHHA
HH(QOPMAITHOHHBIX ~ PECYpPCOB  TPOTOKOJHPYETCs JUIs  TOCTENYIONEero aHajli3a H, IIpH
HEOOXOMMMOCTH, MOXET OBITh MpPEACTaBJIE€HA PYKOBOAMTENISAM CTPYKTYPHBIX NOApa3acIcHHH, a
Takke pykoBoguTenio O0pa3oBaTeNbHOTO YUPEKACHUS I KOHTPOJIS.

[Tpu ucmonb30BaHuu ceTd MHTEpHET 3arpeineHo:

MCTIOJIB30BATh NpeocTarieH bl O0pa3oBaTebHBIM YUpeXK/IEHHEM JIOCTYII B ceTh MuTepHeT
B JIMYHBIX LIEIAX;

WCIO/IBL30BaTh HECAHKIIMOHHPOBAHHBIE ITPOTPAMMHBIE U IIPOrpaMMHO-aNNapaTHIE CPe/ICTBa,
TIO3BOJISIONIHE TTOTyYHThL HECAHKITMOHHPOBAaHHEBIN TOCTYH K ceTu MHTepHeT;

nyONHMKOBaTh, 3arpy’kaTh H pacHpoCTpaHATh MaTepHallbl COJEpKalllie HEJOCTOBEPHYIO
uHpopmairio 06 ObpazoBaTebLHOM YUpeKIeHHH, a Takke (anbecudunuposats cBoit [P-anpec,

Pe3epBHOe KONHpPOBaHHE H BOCCTAHOBJICHHE JAHHBIX

OcyIecTBIeHAE Pe3ePBHOTO KOMUPOBAHUS JODKHO OCYLICCTBIISTHCS JITIS:

uHpopmanun oOpabarbiBaeMOl Ha (QailloBoM cepBepe U CepBepe MPHIONKEHHIH,
WHPOPMALIHOHHOM CHCTEMEI;

pabo4ux MecT aJIMUHUCTPATOPOB MH(POPMALIMOHHOH CHCTEME.

YactoTa W pekdM Ppe3epBHOTO KONHMPOBAHHS YCTAHABJIMBAIOTCA TaKHM 00pa3oM, YTOOBI
ofecnevnTh MUHUMAJIBHYIO [TOTEPIO JAHHBIX U OIIEPATHBHOE BOCCTAHOBJIEHHUE.

Hactpolika pe3epBHOrO KOIMPOBaHHMS M BOCCTAHOBIEHHS PECYPCOB HH(OPMAIMOHHBIX
cucteM OOpPa30BaTENBHOIO YYPEXKIEHHS JIOJDKHBI HPOBOJHTH YIOJIHOMOYEHHBIE pPabOTHHKH
O06pazoBaTEeNbLHOTO YUPEKICHHS.

PesepBHOe KONHMpOBaHHE [JOMKHO OCYLIECTBIATBCS B ABTOMATHUYECKOM — pPekHUME
C TMPUMEHEHHEM OTEYECTBEHHOTO CHENHANM3UPOBAHHOIO CPEICTBA PE3EPBHOTO KOMHUPOBAHHS
C JIeMCTBYIOMIMM cepTH(UKATOM COOTBETCTBHS IO TpeOoBanHAM Oe3omacHOCTH HH(OpPMAITHH
®CTOK Poccun.

6 OCHOBHBIE TPEBOBAHHA K ITPOIECCAM YIIPABJIEHWUA
UH®OPMAIIMOHHOM BE3OIIACHOCTBIO

MouuTopuHr HHpOPMAITHOHHOI1 0e3011acHOCTH

Ha nmocTosnnoit ocHoBe AOKEH MPOBOIUTLCS KOMIJIEKCHBINH aHanu3 (YHKIHOHHPOBAHHS
HHpOpMaMOHHOH cucTeMbl (OOpa3oBaTEeNIbHOTO YUPEXKICHHS H  BO3HHKAIOIMX  COOBITHIA
HH(pOpMAIMOHHOH 0e30I1aCHOCTH.

ITporiecc MOHHTOpPHHIA cHCTeMbl oOecrieyeHUs WHGOPMALMOHHON 0Oe30IaCHOCTH IOJKEH
BKJIIOYATh B ce0si KOHTPOJIb OPraHW3alMOHHBIX M TEXHHYECKHX MEp 10 3ammTe HH(OopMamuu,
aHaJIM3 TapaMeTPOB KOHGUTYpAIii W HACTPOHKH CPEJICTB 3alUTH HHDOpPMaITiH,
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[Tpu mpoBEAEHHWH KOHTPOJBHBIX MEPOIPHUATHIH, CBA3aHHBIX C OLEHKOH peanuzaiuu Mep
o 3amute HHGopManund B OO6pazoBaTeIbHOM YUPEKICHHUH, YIIOJIHOMOYEHHBIE PAOOTHUKH J0JDKHBI
IPUAEPKUBATHCS CIEAYOUMX IPUHIIAIIOB:

HE HapymiaTh pyHKIHOHHPOBAHKE JesaTelbHOCTH O0Pa30BaTelIbHOIO YUPEHACHHUS,;

JECTBOBATE B COOTBETCTBHH C YTBEPXKICHHBIMH OpraHH3allHOHHO-PACTIOPSAHTENbHBIMHE
JOKYMEHTaMH 10 3aluTe HHPOpMAaITHu;

He CKPhIBaTh (DAKTHI BBIABIICHHBIX COOBITHI HH(GOPMALHOHHOH 6€301acHOCTH;

o(opMIISATE OTUETHI, MOATBEPHKAAIOLIHE BBIITOJIHEHHE MEPONPHATHIA 110 3alIATe HH(OPMAIHU.

Wudopmanus, TmoiydeHHas B XOJ€ IIPOBEAEHHS KOHTPOJMPYIOIIMX  MEpPONIPHSATHIH
0 JIEHCTBHSX, COOBITHSX W NapaMeTpax, MMEIOMUX OTHOIIEHHE K pealH3alldd Mep IO 3alluTe
HH(POPMAIIHH, NOJ’KHA KOHCOJH/HMPOBAaTBCA M XPAHHUThCA B MECTaX, HCKIIOYAIOIMIHX IOJIydYeHHE
K HEeH HECAaHKIIMOHHUPOBAaHHOTO JIOCTYIIA.

MOHHTOPHHT JaHHBIX O 3apPETHCTPHPOBAHHBIX COOBITHSAX HH(OPMALHOHHOH 0€30TMacHOCTH
JOJDKCH MPOBOJATEHCS, ITO BO3MOXKHOCTH, C UCNONB30BAHHEM CHCTEMBI MOHHTOPHHIA WHIIUJIEHTOBR
uHpOpMaLMOHHOH 0e3011aCHOCTH WM BCTPOEHHBIX MEXAHM3MOB HACTPOHKM M ayauTa coOBITHii
B MPOTPAMMHBIX M IPOTPaMMHO-ANMApaTHBIX CPENCTBAX, HCHONB3YEMBIX B HH(OPMAIIHOHHOMN
HH(ppacTpykType OOpazoBaTeIbHOIO YUPEIKICHHS.

YrnpasieHue pucKamMmu

Onpesiesienne BHYTPeHHUX TpeOOBaHWH MO 3auiuTe HHGOPMAlMH, JODKHBI OCHOBBIBATHCS
Ha pe3ysibTarax MPOBEJICHHs aHalu3a PHUCKOB HApyIIEHHS OCHOBHBIX CBOMCTB 0Oe30I1acHOCTH
JUTSE FHPOPMAITHOHHBIX pecypcoB O0pa30BaTeNbHOTO YUPEKACHHS.

OCHOBOH OIIEHKH PHCKOB JIOJDKHA OBITh OLEHKA YCIOBHH M (aKTOPOB, KOTOPBIE MOTYT CTATh
IIPUYMHOM HAPYIIEHHUS IIETOCTHOCTH, KOH(H/IEHITHATBHOCTH M IOCTYITHOCTH Uil HH(OPMAITHOHHBIX
pecypcoB O6pa3zoBaTENEHOTO YUPEKICHHS.

PesynpraTom mpoBeneHMs aHaNM3a PUCKOB JOIDKEH OBITH pa3spabOTaHHBIA KOMIUIEKC Mep,
HAIpPaBICHHBIX Ha CHIDKEHHE BO3MOJXKHOIO HETaTHBHOIO BJIMSHUS Ha OCHOBHYH) JEATENBLHOCTD
OOpazoBaTelibHOrO YYpPEXKACHHS IIpH pealu3alMd TOH MMM MHOH yrpossl Oe3omacHOCTH
uHpopManuu © O0OeCleYUBalOIIMX B JajdbHEHIIEM [JOCTATOYHBIM YPOBEHb 3allHIICHHOCTH
uHpopMauoHHBIX cucTeM OOpa3oBaTEIBEHOTO YUPEKICHHS.

VYupasnenne unungeHramu uundopmannoHHoii 6e3onacHocTH

Jlns obecnedyeHus 5p(EKTHBHOTO pa3pelieH s HHIUIEHTOB HH(POPMAIIMOHHOMH Oe30macHOCTH
B OOpazoBaTenbHOM YUPEKACHHH, MUHHMH3AIMK TIOTEPh M YMEHBIIEHHUS PHCKAa BO3HHUKHOBEHHS
HOBTOPHBIX HHIIUJEHTOR JIOJDKHO OCYLIECTBIISTLCS YIIpaBlIeHHE HHIMIACHTAMU HHGOPMalMOHHOH
Oe30macHOCTH.

Jnst yrnpaBieHHs WHIWJIeHTaMH HH()OpPMAMOHHON 0e30MacHOCTH JOKHA ObITh CO3/aHa
cnyx0a MOHHTOPUHIA H pearipoBaHUsl HA MHIIMICHTH HH(OPMAIMOHHON 6e30MacHoCTH, KOTOpas
MOCPEACTBOM KOMIUIEKCA CPEACTB M MEpONpHATHH Juid cOopa M KOHCONMJAUUH HH)OpMaIMK
00 HHIMACHTAX pellacT JaHHYIO 3a]ady. B OTHOIIEHHMH KaxK/IOro IPOU3OLIEINEr0 WHIUAEHTA
paboTHMKAMH M3 CIY:KOBI MOHHTOPDHHTAa H pEarupoBaHMsl Ha MHIMJEHTH HH(pOpMaIHOHHOI
0€30MacHOCTH JOJDKEH BBITOJHATHCS €r0 aHamu3, u pa3padoTka d¢(eKTHBHBIX Mep pearnpoBaHHs
Ha JaHHGBIM HHITUACHT.

Ayaut cicreMsbl o0ecnedyenus HHGOpPMaUNOHHOI 0€30MACHOCTH

B 1endax omeHKH Tekymiero ypoBHS HH(opMammoHHO#H OesonacHoctn OOpa3zoBaTenbHOrO
YUPEXKICHHsS Ha pPETYIIpHOH OCHOBE [OJDKEH TIPOBOJMTHECS —ayJAWT  HH(OpPMAIHOHHOH
6e30nacHOCTH.

BHyTpeHHHe ayJIUThl JIOJDKHBI BRITOMHATLCS paboTHHKaMu OOpa3oBaTENbHOTO YUpEkKICHHUS.
B uucnmo 3amau, penraeMbix NpU NPOBEJCHUM BHYTPEeHHHX ayAWTOB HH(OpMALHOHHOI
0e30macHOCTH, BXOJIAT!

cOOp M aHajM3 MCXOJHBIX JAHHBIX 00 OpraHu3alMOHHONH M (YHKIHMOHAIBHOH CTPYKTypE
HH(POPMALIHOHHBIX CHCTEM, HEOOXOMMBIX JUIsS OLEHKH COCTOSHHSA CHCTEMBI 3aIlUThHI MHpOpMAaIKH;
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aHalM3 YTBEPIKICHHBIX OPraHH3al[HOHHO-PACTIOPAMUTENBLHBIX JOKYMEHTOB IO  3allHTe
uHbOpMAIMK Ha MIPEAMET WX MOTHOTH! H 3¢(eKTHBHOCTH, a Takxke (POPMHPOBAHHE PEKOMEHIAIIMH
110 MX JIopaboTKe WIH pa3pabOTKH HOBBIX;

obocHoBanue (UHAHCOBOH 3¢dexTHBHOCTH BHOBb NPHOOPETAEMBIX CPEACTB 3aIHTLI
HH(pOPMaIINH;

NpoBepKa MpPABHILHOCTH BEIOOpA M HACTPOMKH CPEJCTB  3alllUTBl  MH(OpMaIH,
(bopMHEpOBAHHE TPEUIOKEHHH 110 UCTIOTH30BAHHUIO HMEIOIHXCS CPEJICTB 3alUThl HH()OPMALIUH JIs
HOBBINIEHHS YPOBHS HaA&KHOCTH H 6e30macHOCTH HH(GOPMAIMOHHBIX cHcTeM OOpa3oBaTenbHOTO
YUPEKIEHHS,

aHaJM3 OTYETOB 10 IPOM3OMICAIINM HMHIMIEHTaM HHGOPMAaIMOHHOH 0e30macHoCTH
W IPUHATHIM MepaM I10 UX Pa3pelIeHuIo.

ITobImenHe 0cBEIOMIEHHOCTH PAOOTHHKOB

B pamkax oOpraHM3amid KOMIUIEKCHOTO MPOTHBOJEHCTBHS yrposzaM 0e30IacHOCTH
HH(OPMAIHH, HCXOAAIMM OT paboTHHKOB OOpa30BaTelbHOrO YUPEKACHHSA MODKHA MOCTOSHHO
HIOBBIIATHCS HX OCBEJIOMIIEHHOCTE B 00JIaCTH 3aIlMThl HH(OPMALIHH.

[ToBBIIEHHE OCBEIOMIIEHHOCTH PabOTHHKOB:

10 cymiecTByomHM B O0pa3oBaTeNbHOM YUPEKICHHH OPraHHu3allHOHHO-PACTIOPSIUTETBHBIM
JIOKYMEHTaM;

110 IpuMeHsieMbiM B OOpa3oBaTeILHOM YUPEKICHHH MepaM 3alHThl HH()OPMAIHH,

I10 IIPABAIIBHOMY HCIOJIB30BAHUIO CPEACTB 3aLUThl HHPOPMALMH.

7 3AK/MIOYEHHE

IIpy w3MeHeHMH JeiCTBYIOIIEro 3aKoHojaTenscTBa Poccmiickoit ®enepaunn B 00acT
3aMUTEl HHGOPMALHK, a TaKXKe OpPraHW3alldiOHHO-PACIOPSAIUTENLHEIX NOKYMEHTOB HACTOMAIIAs
TTonuTHKa M HM3MEHEHHA K HEll MPUMEHSAIOTCS B 4acTH, HE NPOTHBOPEYAIICH BHOBL IIPHHATHIM
3aKOHO/ATelbHBIM W HMHBIM HOPMATHBHBIM ~ aKTaM, a TakKe BHYTPEHHHM JOKYMEHTaM
O6pa3oBaTENLHOTO YUPEHKICHHS.

Bce TpeGoBanusi, yCTAHOBICHHBIE JEHCTBYIOIIMM 3aKOHOJATENLCTBOM PoccuicKoii
@ejlepalidi, TOJ3AKOHHBIMH aKTaMH M JOTOBOPDHBIMH OTHOLICHMSMH, a TaKKe IOAXO0J
O6pa3oBaTeNbHOr0 YYPEKICHHSI K 00ECIIEUeHHIO COOTBETCTBHS JTHM TPEOOBAHMAM JOJKHEI OBITH
SIBHBIM 00pa3oM orpe/ieIeHbl, TOKYMEHTHPOBAHBI H HO/IEPIKHBATECS B aKTYATLHOM COCTOSAHHH.

OO6pa3oBaTelibHBIM YUYPEIKACHHEM B IPUOPUTETHOM HANPABJIEHUH JIOJDKHO PacCMaTpHBATHCA
Ha Tepexo] MPOrpaMMHOTO 00eCIeUCHHE OTEUECTBEHHOTO MPOM3BOIHTEINA, BKIFOYEHHOTO B
CIMHBIA peecTp POCCHHCKMX MPOrpaMM JUIS DJIEKTPOHHBIX BEIYUCIIMTENBHBIX MAIIHH U 0a3 NaHHBIX.
B ToM umcIe 10 9acTH CEPBEPHOTO, KOMMYTALlMOHHOTO 000PYA0BAHHUS H IIPOIPAMMHO-aNapaTHbIX
CpPeJICTB, BKITIOYEHHBIX B EAMHEBIN peecTp pOCCHACKOH pagnoaIeKTPOHHOM IPOIYKIIHH.

ITepecMorp ¥ BHeceHue W3MeHeHHH B Hacrosamyro IlonMTHKY —OCYyIIECTBIAIOTCA
Ha TIEPHOJIMYECKOH M Ha BHEIJIAHOBOM OCHOBE.
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